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Abstract:

Security and trust have been identified as critical to the development and growth of e-commerce transactions
considering the prevalence of cybercrime. To solve this challenge, this paper aims to review the literature on e-commerce
research, from the perspective of electronic service adoption, consumer-trust and security, diffusion of new technologies,
curbing the prevalence of cyber-crime and current market trends. It also discusses the solutions presented by the extant
literature, the current market trends and gives recommendations for future research. This study reviews 96 peer-
reviewed publications on this subject matter, sampled from a combination of comprehensive and niche e-commerce
journals as well as other related journals listed in the Web of Science Core and Scopus databases within a year-based
periodic scope of 2008 to 2019. The authors recommend more simulation and viability tests of the Financial Transaction
Application (FTA), a seller-focused research into building trust, setting of standards for the design of e-payment and
mobile technologies to reduce learning costs and more exploratory research into internet penetration and e-retailing
growth.
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1. Introduction

The continuous advancement in information technology and information systems have led to many innovations in
commerce, with companies increasingly adopting these technologies to survive in the market (Choshin & Ghaffari, 2017;
Dai et al., 2015). To survive in the modern business environment, companies must adopt new technologies. As a result,
there have been interventions by governments across the globe to improve internet infrastructure and policies to make it
easier for businesses to adopt innovations (Rahayu& Day, 2015). According to Pappas et al. (2017), there have been
conscious efforts by retailers to adopt strategies that can increase their customer base and one of such is online sales.
Significant among these is e-commerce which reduces costs, cycle time of products and enables easy access to suppliers
(Gupta & Sharma, 2018).

This new revolution in business has been identified in the extant literature under the following themes:
antecedents of electronic service adoption (Anic et al.,, 2019; Mainardes et al,, 2019, Yang et al,, 2019), building consumer-
trust and security (Cui et al.,, 2018; Liu et al,, 2015; Zhao et al.,, 2018), diffusion of new technologies (Thakur & Srivastava,
2015; Wirtz & Gottel, 2016) and curbing the prevalence of cyber-crime (Khattri& Singh, 2019). Establishing trust and
security between a seller and a purchaser is more difficult in an online transaction than the normal face-to-face transaction
(Riazati et al., 2018). Dai et al. (2018) in the study of risk assessment in e-commerce identified the following variables for
consumer trust: reputation of the seller, the pictures of the product and the essence of the transaction. These findings are
consistent with earlier findings of (Kim & Byramjee, 2014). According to Bente et al. (2014) in the study on building e-
commerce satisfaction and sales, e-vendors can use services such as monitoring traffic on their platforms with personnel
to address concerns of consumers, distribute coupons to their main customers, and take high-quality reviews from their
consumers periodically. Privacy of consumer data is also closely related to the consumer’s perception of how secured and
genuine the transaction ends. There have been previous researches in this area since the emergence of online retail. A
company’s competitiveness is dependent on how well it manages the private data of consumers (Anic et al., 2019). Gerber
et al. (2018) alluded that consumers, although have interest in what happens to their private data; make little efforts on
their own to protect it.

In an attempt to address these research gaps, this review takes a relook at the various theories relevant to solving
the problems, the solutions presented by the extant literature, the current market trends and gives recommendations for
future research. According to Kitchenham (2004), a Systematic Literature Review (SLR) is a methodology that rigorously
reviews previous research results, and develops evidence-based implementation guidance for professionals in the subject
area. This review therefore gives important theoretical and professional guides for e-commerce research, electronic
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marketing, financial transaction research, electronic transaction policy making and other quasi professionals. It makes
recommendations for future research and policy guidance.

2. Methodology of the Review

According to Levy & Ellis (2006), a review should address the state-of-the-art in the context of research questions.
The author therefore developed the following research questions:
RQ1. What are the major problems the extant e-commerce literature has investigated in relation to trust, e-service
adoption and curbing cyber-crime?
RQ2. What are the solutions identified in the current literature in building consumer-trust and high security of electronic
transactions?
RQ3. What are the relevant theories identified in the literature and their significance?
RQ4. What are the current market trends and their implications to future research?
RQ5. What are the research gaps that need further investigation?

2.1. Sampling Process

For the purpose of making the review current and comprehensive, the authors sampled peer-reviewed articles
published between 2008 and 2019: from Web of Science Core and Scopus database (7 comprehensive e-commerce
journals). Some articles were however selected outside this periodic scope because of their theoretical importance to the
adoption of online marketing and electronic payment systems. Figure 1 shows the publication identification, selection and
coding flow chart. The sampled papers were coded into 8 themes for easy analyses and reference.
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Figure 1: Sample Identification, Selection and Coding Flow Chart

3. Syntheses of the Literature

3.1. Theoretical Development of e-Commerce

This section examines the common theories developed through e-commerce research and how they underline
customer intentions and adoption of technologies and innovations. Six theories are chronologically reviewed below
namely: Innovation Diffusion Theory (IDT), Theory of Reasoned Action (TRA), Theory of Planned Behavior (TPB),
Technology Acceptance Model (TAM), Technology-Organization-Environment Framework (TOE) and Process
Virtualization Theory.

3.1.1. Innovation Diffusion Theory

Innovations are important in solving the needs of people. Rogers (1962) propounded this theory in the quest to
know the medium, reasons and velocity at which new innovations spread. Innovations take conscious communication and
publicity to diffuse into social settings (Fichman, 2000). To make this easier, Rogers (1995, 2003) further categorized the
population into five classes on the matrix of willingness to accept and make new technology or innovations. The
categorization states that 2.5% of the population are risk-takers (innovators), 13.5% are early adopters who use the
technology for the first time and may either recommend it to others or discourage future users, 34% do scrutinize the
technology before accepting it followed by another 34% who are more skeptical and adopt the technology only after
almost half of the population have done so. The last 16% do adopt an innovation/technology when it is obvious that it has
only few disadvantages (Kaasinen, 2005; Wani et al., 2015).
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An innovation’s acceptance is based on its advantage over others, compatibility with people’s beliefs and ethics, its
simplicity to use, how its results are communicated to the users and convenience in testing it before adoption (Rogers et
al,, 1971). Nor et al. (2009) tested these attributes empirically in relation to intention to do internet banking and the study
realized that relative advantage, compatibility, and trial results are the determinants. Agarwal and Prasad (1998) also
tested the theory empirically and the results showed that relative advantage, compatibility and complexity are
determinants of innovation in ICT. The accessibility of an innovation to an individual influences the time duration it takes
for that individual to adopt it (Straub, 2009). A recent study by Shao et al. (2018) further revealed that: mobility,
reputation, security and customization do encourage trust and purchase intentions of customers.

3.1.2. Theory of Reasoned Action

The TRA was propounded by Fishbein & Ajzen (1975) and it states that a person’s behavior is a consequence of
his attitude and peer influence, culminating into an intention. By inference, the decision to patronize an online market is
influenced by trust in the system and the recommendations made by others. Ozkan et al. (2010) hypothesized trust as a
determinant of intention to do e-payment and the test showed that indeed, customers care about the trustworthiness of
the seller. Peslak & Ceccucci (2010) also did an empirical study on the factors that influence user-intentions and attitude
towards the service and subjective opinion of friends are seen as the key factors. Hansen et al. (2004) studied intention to
buy online and the findings supported the proponents of TRA. Past purchase experience has an influence on future
intentions to purchase (Weisberg et al.,, 2011). From the existing literature, it can be deduced that for any sales platform to
make good returns and gain acceptance, it must gain trust and confidence from the customers through customer reviews
and effective communication.

3.1.3. Theory of Reasoned Action

Ajzen (1985) introduced TPB into the behavioral literature to cater for the individual's inability to control his
behavior due to some situations and challenges beyond personal control, which were silent in the construct of TRA. For
instance, there are circumstances where an individual wishes to buy a product but lacks the financial resources. Crespo &
Bosque (2008) studied the influence of business innovation on customer adoption and the study realized that user’s
perception of the entity is very important. The study suggested that e-commerce platforms must make efforts to create
good perception about their services since it's the only way to expand their businesses.

3.1.4. Technology Acceptance Model

TAM is probably the most influential of all theories under review because it concentrates more on the antecedents
of technology acceptance. Davis (1986) postulated that people accept or reject computer and new innovations based on its
perceived usefulness and perceived ease of use. Thus, this theory rejects the influence of peer pressure in decision making
as a strong determinant of intention-making. The model is shown in Figure 2 as described in Davis et al. (1989). The
external variables are the beliefs, situational constraints and all other factors that indirectly influence behavior.

Perceived

Usefulness (U) 4
Attitude Behavioral
External .
Variables Toward . Intention to Actual System
Using (A) Use (BI) Use

Perceived Ease
of Use (E)

Figure 2: Technology Acceptance Model

Davis (1986) further explains perceived usefulness as, the probability that adoption of a particular technology will
enhance job and organizational performance. The study also defined perceived ease of use as the degree to which the
system or technology can be applied with less difficulty. These factors form an attitude of the prospective user toward the
system which ultimately leads to either an acceptance or a rejection. Wu & Wang (2005) studied the wheels of mobile
commerce and hypothesized risk, cost, compatibility, perceived usefulness and perceived ease of use as direct
determinants of user adoption. The results of the study showed that all the variables directly influence the behavior of the
prospective users except ease of use which did not have much influence, rather indirectly influenced the user through how
useful the technology is perceived to be. It went further to say that prospective users of mobile commerce technology have
compatibility with their beliefs and business as the main motivation to use it. This presupposes that an online market or
express delivery firm must reduce the business risk in transactions by providing services in a way that will give a high
level of trust at a reasonable price. They must also be mindful of comparative advantage to provide logistics that other
competitors give to their customers.

3.1.5. Technology-Organization-Environment Framework
The theories reviewed earlier, focused on the user/customer intentions but the TOE focuses on the business

entity. According to Tornatzky & Fleischer (1990) in their composition of this theory, a firm’s effort at adopting and
implementing a technological innovation into their organization, depends on the internal and external technologies
relevant to the firm, the business organization and the environment within which the firm operates. Thus, the scope, size,
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market structure, organogram and regulatory schemes, human and capital resource, competition, trending technologies
among others play a significant role as to which technologies best suit the business (Chatterjee et al., 2002; Kauffman &
Walden, 2001; Kowtha & Choon, 2001). Technology adoption in an organization is influenced by the external environment
(Pan & Jang, 2008).

TOE framework is an important model in electronic commerce adoption, implementation and usage (Salwani et
al,, 2009; Zhu et al., 2003; Zhu, 2004). TOE provides a unified understanding of internal and external factors, technologies,
financial and technical inputs needed for IT adoption is SMEs (Li et al., 2010). Firms that adopt new technologies have a
better perception of their internal competence than non-adopters (Kuan& Chau, 2001). Zhu et al. (2003) studied European
companies to know the factors that drive them to adopt electronic business and those that inhibit them. The findings of
the study were as follows:

e A firm’s competence in a technology, its scope and size, readiness of consumers to adopt new technology, and
pressure from competitors affect adoption tendency but this could also be delayed if the business partner is not
ready to also adopt that technology;

e In countries where electronic business is very popular, readiness of the consumer and trading partner to adopt
new innovations is not as critical as adoption by competitors;

e Electronic business is not a repository of only large firms but the environment attracts smaller firms to also
adopt it;

e Even though firms know the importance of adopting electronic business they are very cautious and take risk into
consideration before adopting it. This is common in electronic business-intensity countries.

3.1.6. Process Virtualization Theory
This theory, proposed by Overby (2008), is the most recent of all the theories under review in this study. The

author defined process virtualization as the change from physical interactions between people and objects to a
computerized process. The theory has three components: main constructs, IT moderating constructs and process
virtualizability. The main constructs are requirements that can either make a process easy to make virtual or not. They are
inversely related to virtualization; thus, the greater these requirements, the more difficult it is to virtualize. The ability of
IT to reduce the effect of the main constructs and make it easier to virtualize is also eminent in the theory. Figure 3 shows
the Process Virtualization Theory as adopted from Overby (2008). This proposition was of the view that users of a
virtualized process must still have the excitement and experience of all the five senses: taste, hear, see, smell and touch
however at lower expectations (sensory requirements). The users must also be able to interact among themselves in
either a social or professional way (relationship requirements). These are aided by IT representation (simulation of
objects) and reach (ability to provide same services provided by humans within same time and space). The theory also
states that a virtualized process is required to provide faster services (synchronism requirements), which is also aided by
IT reach. Finally, a virtualized process is required to be able to identify all users and control their behaviors (identification
and control requirements). This is also aided by monitoring capability (ability to authenticate users and track activity).

Sensory requirements P1
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Figure 3: Process Virtualization Theory

In applying this theory to electronic commerce, Liu et al. (2008) studied the factors that influence intent of B2B
companies to virtualize and realized that organizations virtualize their business only after examining benefits, their own
capabilities and competition. Graupner & Maedche (2015) studied the limitations to the use of electronic banking and
realized that although greater relationship requirements, control requirements and sensory requirements are limitations
for digitization, synchronism requirements and identification requirements are motivation-factors for digitization among
users. It simply supposes that customers will easily adopt a system that makes transactions faster, gives enough
information and proof of the seller and keeps track of purchase data. Ofoeda et al. (2018) studied the amenability of
government virtualizing their services in Ghana and realized that all the constructs of the virtualization theory were
supported by the hypotheses. The study recommended that government should first test the amenability of digitizing
specific services before doing so since the sensory and relationship requirements are still high among citizens.
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3.2. Commonly Used Research Methodologies

Table 1 presents sampled publications within the scope of this review, chosen from the top comprehensive and
niche e-commerce journals. It shows surveys, modeling and experiments as the commonly used research methods.
Security/Trust and Adoption problems are also popular in the extant literature.

Publication Layer Methodology
Security
and e/m- Case
Trust Adoption | Payment | Privacy | Survey | study | Modeling | Experiment | Review
Hawlitschek et al.,,
2018 X X
Jocevski et al,,
2019 X X
Lee, 2009 X X X
Schierz et al,,
2010 X X X
Shao etal., 2018 X X X
Smink et al,, 2019 X X
Lee & Hong, 2019 X X X
Panetal.,, 2017 X X
Hong et al, 2020 X X X
Alhouti et al,,
2016 X X X
Lietal, 2016 X X
Wirtz & Gottel,
2016 X X X
Turban et al,,
2011 X X X
Khattri& Singh,
2019 X X X
Molina-Castillo et
al., 2020 X X X
Raman & Pramod,
2017 X X X
Mou et al., 2017 X X X X X X
Mou et al.,, 2016 X X X X X
Wingreen et al.,
2019 X X
Yang etal,, 2019 X X X X
Gimpel et al,,
2018 X X X
Gimpel et al,,
2018 X X
Leongetal., 2020 X X

Table 1: Summary of Methodologies and Research Areas

4, Literature Classification and Review
This section presents the notable findings from the extant literature, as classified within the scope of this review.

4.1. Achieving Transaction Security and Trust

Hawlitschek et al. (2018) classified trust in the sharing economy into three categories: trust in peers, trust in
platforms and trust in products. The study supported the pivotal role trust plays in the online business as presented in
(Aufmann, 2016; Cheng, 2016; Ert et al., 2016; Ert& Fleischer, 2017; terHuurne et al., 2017; Xu, 2013) and the fact that it is
a pressing issue currently considered by IS scholars. Mainardes et al. (2019) realized from their hypothesis test in Brazil
that lack of consumer trust in e-commerce influences purchase intention negatively.

There have been many experiments and modeling into trust in electronic marketing in the context of profile
photos and reputations of sellers. The results in (Ert et al. 2016; Ert& Fleischer, 2017) revealed that the appearance of the
product at stake, the appearance of the seller and even the demographic characteristics of the seller forms the matrix for
the level of trust a consumer imposes in the seller. terHuurne et al. (2017) reviewed the extant literature on trust in e-
commerce and revealed that, unlike previous findings that the reputation of a seller is the engine of trust (Thierer et al,,
2015), it actually surpasses that to include more importantly, the interaction experience of the platform on which the
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seller sells. It further recommended that future research should examine trust from the seller’s perspective unlike the
current focus on the consumer’s perspective.

4.2. Antecedent of Digital Services Adoption

The extant literature on adoption of digital services has its foundations in the six technology acceptance theories
reviewed earlier. Wirtz & Gottel (2016) did a comprehensive review of 35 articles on technology acceptance in social
media and realized that TAM and its constructs (perceived ease of use, perceived usefulness and subjective norm)
dominated the literature. In their study on consumer-adoption intentions, Thakur & Srivastava (2015) identified perceived
usefulness, perceived ease of use and social influence as significant determinants of technology adoption. Shaikh
&Karjaluoto (2015) also identified perceived usefulness and attitude as key determinants in developing countries. From
these studies, it can be deduced that consumer attraction to digital services is premised on how useful they find the
service, its ease of usage, user-recommendations and the general attitude towards it. In a society where there is crave for
manual systems, digital services experience a slow rate of adoption and vice versa.

In a recent study, Molina-Castillo et al. (2020) observed that technology acceptance is currently being impeded by
high learning costs incurred by users due to the increasing diversity in mobile payment technologies and electronic
platforms. The study identified the cause to be the lack of standards for designing these technologies which make users
uncertain as and when they need to switch to a new system. It therefore recommended for standards to be set in the
designing of digitized services so that users could easily switch between platforms at a low learning cost.

4.3. Curbing Cybercrime

Social situations and past purchase experience have a significant impact on the continuance usage of online
payment platforms (Li et al.,, 2016). The past experience of a consumer affects the future purchase decision especially in
situations where there was breach in privacy resulting in a cybercrime (Alhouti et al., 2016) which ultimately affects trust
and intention to use (Wirtz & Gottel 2016). Khattri & Singh (2019) observed from their experiment and previous studies
that although the rate of digitized services (e-services) adoption keeps increasing due to efforts of governments to reduce
the fraud associated with physical transactions, there is a concurrent increase in cybercrimes. Cybercrime has been
divided into: (a) Account takeover fraud, (b) stolen card fraud, (c) counterfeit (Carneiro et al., 2015; Vardhani et al., 2019),
(d) ATM Fraud (Kaur et al., 2018) and (e) phone fraud (Khattri & Singh 2018). These present a challenge to online sellers,
online market researchers and managers of e-financial services. Their study presented an additional mode of transaction
authentication known as Financial Transaction Application (FTA) which uses global positioning system (GPS). This is an
addition to the popular authentications (PIN and password). The innovation of the new technology is that, it links the FTA
to the mobile device of the user (account holder) to show the distance between them at the time of the transaction. This
prevents a second-party from authenticating a transaction from a device which neither belongs to the User nor is in the
possession of the user at the time of transaction. It thus, limits the authentication to the location of the user as well as an
electronic device owned by the user.

4.4. The Role of Government

It is notable that governments are leveraging the innovations in technology to provide online services to citizens.
In effect, there have been a plethora of researches into how to get citizens interested in online services (Verkijika& Wet,
2018). Existing literature lays emphasis on the attitudinal change from the traditional way of doing business to the online
system. The literature suggests that governments must provide solutions to change the attitude of their citizens towards
information communication and technology. Some of these measures are: holding training programs on modern
technologies (Bhuasiri, 2016; Dwivedi et al., 2017; Mukhongo, 2015) and encouraging the use of social media (Oliveira et
al.,, 2016).

However, before attitudinal change, computer literacy and interest can be achieved, some basic functions must
also be played be the government. Turban et al. (2015) in studying the managerial and social network of e-commerce
listed five (5) types of infrastructure needed: common business service infrastructure, messaging and information
distribution infrastructure, multimedia content and network publishing infrastructure, interfacing infrastructure and
network infrastructure (internet facilities). Asare et al. (2012) through the study of the challenges facing small and
medium enterprises in Ghana and Botwana, identified the following as the main challenges the SMEs were facing: high
internet cost, poor telecommunication infrastructure, low ICT knowledge and trust. The authors recommended that
government invests in ICT infrastructure so that there can be easy access which could increase interest, provide credit
facilities for businesses, stricter regulations, and more training in ICT. Gupta and Sharma (2018) stated that in the bid to
expand internet connectivity and technology usage in agriculture, the India government through its Digital India project
invested US$19.8billion to extend internet to 260,000 villages. This according to the authors caused a massive expansion
of agri-business in the country. It is evident that important areas of government focus are internet expansion, financial
investments, ICT training, stricter regulations and road infrastructure for the courier services.

5. Global Market Trends

Existing global market trends are shown in Table 2 and Figure 4. These present the impact of e-commerce on the
global economy in the top-ranked e-retailing countries. The figures are retail e-commerce statistics compiled by
(www.emarketer.com). China is the highest retail e-commerce earner in 2018 and 2019 with a whopping 27.3% annual
growth rate. This shows an outstanding patronage of online retailing and an evidence of businesses making good use of the
internet. Among the 10 countries, India is the fastest-growing with 31.9% growth in 2019.
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Position Countries 2018 (billion $) | 2019(billion $) % Change
1 China 1,520.10 1934.78 27.3
2 United States 514.84 586.92 14.0
3 United Kingdom 127.98 141.93 10.9
4 Japan 110.96 115.40 4.0
5 South Korea 87.60 103.48 18.1
6 Germany 75.93 81.85 7.8
7 France 62.27 69.43 11.5
8 Canada 41.12 49.80 21.1
9 India 34.91 46.05 31.9

10 Russia 22.68 26.92 18.7
Table 2: Top 10 countries ranked by global e-commerce, 2018 and 2019
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Figure 4: Top 10 Countries Ranked by Global E-Commerce, 2018 and
2019 (Adapted From [Emarketer.Com])

Table 3 and Figure 5 also present the global growth rate of e-retailing. It can be identified that although some
countries are not among the top 10 retail e-commerce earners, they are making high growth in their online retailing:
Mexico, Philippines, Malaysia, Indonesia and Argentina. It is significant to note that Mexico has the highest growth rate in
2019 followed by India and Philippines, higher than China that has the highest revenue in the globe. The e-retailing growth
rate also stands at 20.7% worldwide.

Position Countries % Growth
1 Mexico 35.0
2 India 31.9
3 Philippines 31
4 China 27.3
5 Malaysia 22.4
6 Canada 21.1
7 Indonesia 20.6
8 Argentina 18.8
9 Russia 18.7

10 South Korea 18.1

Table 3: Global Top 10 Countries in Retail E-Commerce Growth
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Figure 5: Global Top 10 Countries in Retail E-Commerce
Growth (Adapted from [Emarketer.Com])

5.1. Internet Penetration

The existing literature has divergent viewpoints on the implications of internet penetration. Some studies, with
sustainability-oriented scope, argue that the continuous rise in internet penetration, concurrently leads to environmental
effects in terms of energy consumption and emission of greenhouse gases (Belkhir & Elmeligi, 2018; Malmodin et al., 2010;
Gossart, 2015; Rivera et al,, 2014). The e-commerce literature has however focused on the importance of the internet in
the modern business (Wang &Hao, 2018; Gonel & Akinci, 2017; Bilgihan et al., 2016). Pradhan et al. (2015) in their study
of the relationship between internet penetration and the economy, accepted the null hypothesis that internet penetration
rate has a direct impact on economic growth. It is therefore imperative to note that countries or regions with high internet
penetration are more likely to grow faster than those with low internet penetration. In essence, the e-commerce literature
must also consider new techniques and strategies to make the internet more accessible worldwide. Table 4 shows the
regional and worldwide internet penetration rates as of June 2019 (Internet World Stats, 2019). The current worldwide
internet penetration rate is 58.80% of the total world population. The significance of this to the industry is that there is a
large untapped market for e-commerce.

World Regions Internet Users | Penetration Rate (%)
Asia 2,300,469,859 54.20
Europe 727,559,682 87.70
Africa 522,809,480 39.60
Latin America/Caribbean 453,702,292 68.90
North America 327,568,628 89.40
Middle East 175,502,589 67.90
Oceania/Australia 28,636,278 68.40
Worldwide 4,536,248,808 58.80

Table 4: Worldwide Internet Penetration Rates

6. Discussion and Conclusion

This study makes contributions to the extant literature on electronic commerce in four ways as discussed below.
Although e-commerce research begun in 1991 (Ku et al., 2018), this study reviews the theoretical evolution beginning with
Innovation Diffusion Theory to Process Virtualization Theory. The review encapsulates some important antecedents for
adoption such as ease of use, learning cost of switching to a new device or transaction-based system, customer reviews,
user experience, market competitive advantage, efficiency of the system or technology and the readiness of the business
environment to accept new innovations. The TAM, Davis (1986), which is the most popular of all the theories reviewed,
emphasized usefulness, ease of use and subjective norm. The findings of (Ert et al. 2016; Ert& Fleischer, 2017, terHuurne
etal, 2017, Thierer et al,, 2015) also prove the significance of seller’s reputation, the appearance of profile photos and the
quality of images used in product marketing. In essence, the proponents of the diverse theories are all important to
achieving online seller-consumer trust as they concurrently cover the demands of sellers and the consumers as well as the
post-consumption reviews and remarks of the consumers or Users. The theories also echo the dichotomy in demand and
decision-making preferences of consumers. There is the need for varied consumer-protection and consumer-attraction
strategies through information flow and transaction-proof mechanisms (use of IT) and even third-party guarantee
towards achieving trust (Cui et al., 2018; Han & Kim, 2019; Shao et al., 2018; Yoo& Jang, 2018; Zhao et al.,, 2018). Future
studies can identify new innovations into consumer protection including third party guarantees and honest online
information review systems. These are research gaps which if investigated, can help to strengthen the pillars of trust in e-
commerce.

Next, the study on reducing cybercrime has in the past 5 years seen an increase because of its prevalence. The FTA
(Khattri& Singh, 2019) gives solutions to cybercrime to an extent (account takeover fraud), but needs more simulation
tests and viability tests to know how many people can afford it and how it will be supplied to the large e-transaction
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market. The other cyber issues such as stolen card fraud, counterfeit, ATM fraud and phone fraud can be the focus of future
research since these problems still exist and do affect consumer intentions and trust.

Also, the research on technology adoption and diffusion in addition to the widely known antecedents of perceived
usefulness, ease of use and social influence, has seen a new phenomenon (attitude) as shown in (Shaikh & Karjaluoto,
2015). Social influence and attitude can be influenced by government policies and infrastructural investment (Bhuasiri,
2016; Dwivedi et al, 2017; Mukhongo, 2015). Past research in this area, generally sought to use surveys to solicit
information on customer perceptions and expectation. There exist however research gaps in finding solutions tested with
market case studies. Future research can apply case studies to discover innovative techniques and online-friendly
motivations for adopters of electronic services especially from the perspective of government policies.

The market outlook in e-retail, shown in Table 3 and Figure 5, indicates a 20.7% growth rate worldwide in 2019
(eMarketer, 2019) and 35% growth rate in Mexico (highest on a country by country basis). This has the propensity to
increase concurrently with an increase in internet penetration. Future research must investigate measures to improve on
internet access especially in emerging economies. In Africa for instance, the internet penetration is just 39.6% of the
population which is below average. More studies in that region will certainly great benefits to e-commerce at large
because it is a populous region.

Overall, this review presents an overview of the extant literature within the scope of trust, adoption, curbing
cyber-crime and market trends which are all beneficial to the theory and industry. It also presents the future direction of
e-commerce research into solving these key issues towards market expansion through building of trust systems.

7. Limitation and Future Research
The e-commerce literature, as briefly shown in Table 1 is voluminous but for the purpose of this review, it was
compressed to 96 publications to meet the scope of the review and for better analyses. This involved mainly publications
in the Web of Science Score and Scopus as well as a further stratification to comprehensive and niche e-commerce
journals. This presupposes that other quality publications in Google scholar and other non-e-commerce-focus journals
may have been excluded. The authors however, did a comprehensive cover of the extant literature to avoid a high rate of
bias.
From the review, the following research areas were identified for future research:
e More simulation and viability tests of the FTA in developed economies and popularly used e-payment
ecosystems;
e Anew era of research into seller-focused trust antecedents for e-commerce;
e Research into setting standards for new e-payment and mobile technologies to reduce learning costs;
e Exploratory research into internet penetration to leverage on the continuous advancements in technology.
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