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Abstract

Group communications are becoming popular by explosively increased Internet usage, and there are various group
communications on Internet applications such as video conferences, on-line text chatting programs, online games and
gambling. However, the conventional group key agreement protocols are only focused on how to minimize the computational
overhead by concentrating on generating the common group key efficiently. As a result, the common group key is generated
efficiently. However, a failure in user authentication permits unknown attackers to obtain valuable information during
the group communication. This paper proposes a Media Access Control (MAC)-based authentication in the group key
agreement in order to secure the user authentication process in group communications. Without a preliminary agreement,
participants in a group communication cannot trust each other in the beginning of the group setup. Therefore, the group
controller, who is randomly selected from the group members, needs a security deposit from all members in case an
illegitimate user tries to join the group. The user MAC address proposed in this paper can act as a security deposit to
provide a secure communication channel while preventing the MAC spoofing problem.
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1. Introduction

Authentication in distributed computing networks is the
process of verifying users, hosts, processes, which request
and consume resources on behalf of associated users'.

In the 1993 edition of The New Yorker, Peter Steiner
published a cartoon that showed a dog explaining to
another dog the major advantage of the Internet with the
statement “on the internet, nobody knows you are a dog™.
At the beginning of communication, group members
must agree to trust a minimum of one entity, such as a
Trust Third Party, for communicating each other. A secu-
rity hole starts from this precondition. No perfect secure
system exists. Therefore, all systems can be hacked and
there are no exceptions to this rule’.

As mentioned above, conventional authentication
methods are not adequate for dynamic peer groups in the
beginning of communication. Thus a different authen-
tication method is needed to achieve a secure user
authentication in dynamic peer group communication.
The main idea presented in this paper is to establish a
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physical location as user identity. A MAC (Media Access
Control) address can make an adversary hard to break
into the system. However, MAC spoofing is the biggest
concern ina MAC-based authentication scheme. A Secure
Address Resolution Protocol (SARP)® potentially can be
used to prevent MAC spoofing; so MAC-based authenti-
cation can be a good solution to authenticate user identity
at the beginning of group communication.

2. Authentication Problem

According to', there are three main methods of
authentication. The first is password-based, the second is
software-based and the last is hardware-based. Passwords
and Personal Identification Numbers (PINs) are the most
common examples of a “something you know” method
of authentication for computer systems. If the user in
the password-based authentication system simply types
the password that matches with the password in the sys-
tem, then the user authentication process is complete.
The major advantages are simple to access the system, no
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additional cost for authentication, and no further effort
being required to check identity. Most users tend to select
a password that is easy to remember and related to per-
sonal information such as names and dates of birth. In
addition, most users do not change passwords regularly,
further decreasing user security.

Software-based key authentication is “something you
have” such as a certificate which is issued by a Certificate
Authority (CA) or a Trust Third Party (TTP). The soft-
ware certificate provides a means of authenticating user
identity. This approach can avoid password-based authen-
tication problems. However, establishment costs are
higher than the password-based authentication because a
CA is required to issue certificates to the users.

Hardware-based key authentication uses a physical
device such as a Smart Card to hold the user credentials,
such as a private key or an encryption key. The user
credentials are more secure since the information is stored
on the Smart Card and not on the server. An adversary has
a chance to steal the user credential only when the user
uses the Smart Card. However, there are costs incurred
to build a smart card security system and the Smart Card
can be stolen and misplaced.

Each authentication method has advantages and dis-
advantages. The right one needs to be chosen for each
individual situation. Password-based and software-based
key authentication schemes are suitable for non-col-
laborative, centrally managed, one-to-many broadcast
groups such as those encountered in Internet multicast.
However, most group communications are peer to peer.
Any member can be a sender or a receiver and there is
no central controller like a server. Therefore, the dynamic
group communication needs a different authentication
method due to the characteristics of the group communi-
cation, thus, the MAC-based authentication is proposed
as a different form of authentication. MAC-based user
authentication does not depend on “something you have”
nor on “something you know” but on the user’s physical
location in the network. In other words, the user’s physical
location is the user’s identification.

Most of the Group Key Agreement (GKA) proto-
cols do not have identity authentication because they
assume that members know each other. Even though,
group communications use the Secure Spread Library
for communication privacy and message integrity*. Most
authentication processes in group communication use a
preliminary agreement and focus on the person who uses
computers or network devices such as a mobile phone,
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videoconference, and a game console. The preliminary
agreement, that can prevent a MIMA in the group com-
munication is not supposed to be exposed to non-group
members. However, there is the possibility of user identity
being stolen by an adversary. No matter how secure the
key confirmation being used is, or how good the prelimi-
nary agreement protocol is, an adversary, who knows the
preliminary agreement, can successfully pass over the key
integrity process that verifies the key that belongs to each
communicating party. User authentication must verify
user identification without a preliminary agreement since
an adversary could have a chance to steal the preliminary
agreement. Therefore, only the intended user must use
the user identification.

In most GKA protocols the focus is on generating the
Common Group Key (CGK) efficiently for encrypting
and decrypting messages during the group communi-
cation. Each member contributes an equal share to the
CGK by using modular exponentiation®. The N-party
Diffie-Hellman (DH) key exchange, an extension of
the DH key exchange, provides secure communication
to group members. However, neither entity authen-
tication nor key confirmation is provided in the DH
key exchange scheme®'”and most GKA protocols have
been using the DH key exchange scheme. In addition,
there is no verification of group member identities.
When group members assume to know each other’s
identity, the GKA protocol bypasses any authentica-
tion procedure and starts to generate the CGK and
distributes the CGK to each member. The lack of
an authentication mechanism jeopardizes integrity
and confidentiality because if an unidentified user
impersonates a member of the group and contributes
to the group key, he then gains access to the CGK
and will be able to decrypt messages that have been
encrypted by the CGK. Therefore, the authentication
process becomes an even more important process than
generating CGK for a secure communication.

3. Group Key Management

Before a communication session begins each party must
establish a secure communication channel. Unless the
channel is secure, messages over the network will be in
danger of being delivered to the right destination. Group
key management is used for building a secure channel.
There are two types of schemes in the group key man-
agement. One is group key distribution and the other is
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group key agreement. One of the members in the group
is responsible for key distribution, so key distribution
computes the group key and distributes it to each mem-
ber in the group. This scheme is suitable for client-server
environments like multicast. Each member has an equal
opportunity for generating the group key. One of the
group members takes the role of the group controller who
collects all partial group keys and computes the CGK and
then distributes it to each member. This scheme is suitable
for peer-to-peer group communication'*'.

In this context key distribution or key agreement is
the cornerstone for a secure communication. CLIQUES®
is an example of a GKA protocol developed for key agree-
ment in dynamic groups. However, CLIQUES does not
have entity authentication. The group key agreement
itself has data source authentication, which means that
all key agreement protocol messages are signed by the
sender and verified by all other participants. In order
to authenticate members in the group, CLIQUES uses
Secure Spread entity authentication that is assumed to be
performed when a member connects to the system and
the Secure Spread uses Open SSL, an open source toolkit
for cryptography. Open SSL provides the creation of the
RSA cryptosystem, named after its inventors R. Rivest, A.
Shamir, and L. Adleman, is the most widely used public-
key cryptosystem”®, DH key parameters, creation of X.509
certificates, message digests, and data encryption and
decryption. Authentication processes in Open SSL are
based on X.509 certificate. The certificate-based authen-
tication should have a Trusted Third Part that issues a
certificate to members. However, dynamic peer group
communication needs a different method of authenti-
cation because password-based and certificate-based
(software-based key) authentication processes are not
validated in the group membership authentication.

4. Multi-factor User
Authentication

Security is priority number one since someone else could
obtain a user’s identity, then the trustworthy relationship
in the group communications will be jeopardized.

A method for authenticating an individual’s mem-
bership in a dynamic group without revealing the
individual’s identity is presented in'’. Some members
hesitate about revealing their identities due to the
danger of being used by someone else. According to"!,
identity theft now ranks as America’s fastest-growing
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crime, claiming nearly 10 million victims in just the
last 12 months and at a cost of more than $53 billion.
Consequently, using an identity for authentication,
which can be transferred to someone else, is not a
perfect solution in group communication. Computer
networking is facing the same problem as the real world.
Sometimes, someone can use other’s identification. This
is a serious problem for user identification.

Figure 1 shows the overview of the MUA (Multi-factor
User Authentication) protocol. Once a group is formed
with Secure Spread Library, then randomly select one of
the members as a group controller who will be responsible
for obtaining each member’s MAC address and distribut-
ing the Common Group Key (CGK) to group members.

The SARP protocol is assumed as being performed
when group members exchange MAC addresses. Each
member encrypts its MAC address with a group control-
lers’ public key and sends its encrypted MAC address to
the group controller. A group controller obtains the MAC
addresses and decrypts the MAC address with his pri-
vate key that is associated with the public key. Finally, the
group controller distributes an exponentiation base ‘g’ to
each member with the verifying members' MAC address.
Each member M, selects a random private number r, and
computes M, = g"mod p. Table 1 shows the definitions in
a group key generation tree. A binary tree is used for the
key generation processes because if a tree is perfectly bal-
anced, then the CGK computational overhead relatively
aslow as O (log n).

Figure 2 shows an example of a key tree to generate
the CGK in the MGDH protocol. If a parent node is </,
v>, then he has two children nodes, <I+1, 2v> and <I+1,
2v+1>. Leaf nodes are member nodes. Every key K<v>
is computed as follows:

K<Z,V> — gK<I+1,2v> K<l+1,2v+1> modp (1)

Equation (1) is computed with two exponents, which
are the blind keys of nodes, <I+1, 2v> and <I+1, 2v+I>.
Each node in the tree performs computations as exempli-
fied in Table 1, 2. The MGDH protocol adds a MAC-based
authentication in the GDH". The MAC address-based
user authentication protocol is more secure than the
conventional GDH, which lacks the user authentication
processes.

In addition, the basic concept of MGDH is not that the
user authentication is based on something the user had
nor something the user knows, but on the user’s physical
location instead.

Indian Journal of Science and Technology | 3 -



Multi-factor User Authentication on Group Communication

User Authentication

1

-

User ID, Password with
MAC address

\ 4

Authentication Server _ User

A

" |credential DB

User Authentication Process

No ;
<> [
J

1 SN——

Authentication|

lYes

Group key generation
process

|

Obtain group key

|

Group Key Generation Process

Join the secure group
communication

Figure 1. MUA protocol overview.

M1 M2 M3 M4

Figure 2. 'The notation of a group key generation tree.

4.1 MAC Spoofing

MAC spoofing is a serious threat in the MAC-based
authentication. However, the use of SARP can prevent use
of the MAC spoofing programs. The Address Resolution
Protocol (ARP) is an essential function used by a sending
wired Network Interface Card (NIC) to find the physical
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Table 1. Notation
n Maximum number of group members
< vs v-th node at level / in the group key generation
tree (where 0<v<2'- 1)
M, i-th group member; i € [1,n]
Z; Integer set; Z: ={,2,...,p-1}
g Exponentiation base; g € Z;
p A large prime number; pe Z;
K<Lv> | Mi’s session random key
f09 | g modp

address of a destination NIC’. ARP is used for connecting
another computer by ftp or telnet.

4.2 The Problem

The user in the network who needs to send the data will have
the IP address of destination, but the sending NIC must use
ARP to discover the corresponding physical address. The
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Table 2. Key Calculation

Node Computation
<0,0> g mod p
<1,0> g™ mod p
<1,1> g™ mod p
<2,0> g’ mod p
<2,1> g?mod p
<2,2> g” mod p
<2,3> g™ mod p

address is obtained by broadcasting an ARP request packet
that announces the IP address of the destination NIC. All
stations hear the request and the station having the corre-
sponding IP address will return an ARP response packet
containing the MAC address and IP address. The sending
station will then include this MAC address as the destina-
tion address in the packet being sent. The sending station
also stores the corresponding IP address and MAC address
mapping in a table for a period of time or until the station
receives another ARP response from the station having
that IP address. At this time, MAC spoofing can happen.
For example, an adversary can fool a station by sending the
MAC address from a malicious network device. A false ARP
response, which includes the IP address of a legitimate net-
work device and the MAC address of the rogue device, could
cause all legitimate stations on the network to automatically
update their ARP tables with the false mapping.

4.3 Solution

MAC addresses and IP addresses are not private; a
malicious adversary who accessed the ARP table can
make them available. Therefore, MAC spoofing is the big-
gest concern in a MAC-based authentication scheme. A
Secure ARP (SARP)" can be potentially used to prevent
MAC spoofing. SARP is an enhancement to ARP that
provides a special secure tunnel between each client and
router, which ignores any ARP responses not associated
with the clients on the other end of the secure tunnels.
Therefore, only legitimate ARP responses provide the
basis for updating ARP tables. Only if SARP is installed on
the client side of the stations, can the stations implement
SARP to prevent MAC spoofing.

5. Conclusion

The major premise in this paper is that there is not a
perfect system in the present and that no perfect system
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will exist in the future. Every security effort only makes
it harder for adversaries to break into the system. Group
communication needs a secure communication chan-
nel to prevent eavesdropping on messages. The group
key agreement uses a SSL (Secure Spread Library) for
secure communication. In spite of using SSL, there is
nothing that inspires trust in the beginning of com-
munication. Every group member must agree to trust
one thing - a trusted third party - and then finally the
trust relationship will grow and expand. In the mean-
time, if an adversary joins the group and pretended to
be a legitimate group member at the beginning of the
communication stage, there is no way to prevent this
Early Bird Attack (EBA). This paper proposes the use
of a Media Access Control (MAC) address as a security
deposit in the beginning of communication stage and it
contributes to secure the group member authentication
while the MAC spoofing problem is avoided. Therefore,
a potential adversary might hesitate to join the group if
the originating physical location is revealed. As a result,
the secure user authentication process in the group
communication can be guaranteed as the MAC-based
authentication is being used.

Checking the efficiency and performance of MGDH’s
protocol is currently under investigation.
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