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Abstract

Vehicles in the Vehicular Ad-Hoc Network (VANET) environment have been studied gaining much attention and will also be
studied actively in the future in order to seek mutual safety and convenience through communications based on network
infrastructure. However, most parts of such studies seeking safety and convenience are entering upon a new phase
confronting security problems. Therefore, this paper proposes a vehicle authentication security mechanism that should be
putin the top priority for efficient and safe transmission of the communications between vehicles in a VANET environment
and verifies this through the Petri Net modeling method. The Vehicular Authentication Security Mechanism(VASM)
proposed in this paper, by modeling with the Petri Net along with the vehicle authentication function, is able to define,
implement and smoothly deal with the security requests in VANET those are inevitably complicated due to numerous

changes of vehicles.
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1. Introduction

Vehicular Ad-Hoc Network (VANET) is receiving much
attention for its application that improves driver safety
via the communication between vehicles. Vehicles in the
VANET environment are able to receive various services
through network infrastructure, and the information is
mutually exchanged through frequent communications.
Thus, the matters of guaranteeing anonymity between
vehicles along with vehicle authentication in order to
safely transmit the transmitted and received data for
driver safety, and how efficiently and safely compos-
ing security mechanism such as integrity, availability
and non-repudiation blockade through authentication
on messages are being actively studied recently. Thus,
this paper proposes a security mechanism for vehicle
authentication that should be put in the op priority for
efficient and safe transmission of the communication
between vehicles in a vehicular Ad-Hoc network and
verification of this the Petri net"* modeling method.

*Author for correspondence

This paper is structured in the following order. Followed
by the introduction of Chapter 1, Chapter 2 deals with
the communication between vehicles, Chapter 3 explains
about Vehicular Authentication Security Mechanism
(VASM) proposed in this study and models with Petri Net,
and through this, proposes how smoothly the mechanism
that varies frequently according to the security purpose
can be applied. Chapter 4 explains about future research
assignments along with the conclusion of this study.

2. Communication between
Vehicles

VANET is a fixed network for road safety promotion,
traffic volume management and information system prop-
agation for drivers and pedestrians. As a communication
related equipment, itincludes the communication between
vehicles and the communication with the Roadside Units
(RSUs) installed in major regions. In particular, data such
as vehicle location, current time, direction, speed, traffic
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volume remarks, acceleration and deceleration is distrib-
uted by Onboard Units (OBUs) in the VANET. According
to such data, VANET plays the role of smoothly manip-
ulating road traffic volume through traffic flow control,
accident prevention countermeasures, solution for com-
plicated traffic volume and announcement of alternate
roads*. This study focuses on the authentication problem
on each vehicle in the communication between vehicles.
In other words, definite authentication on vehicles in
the communication occurred between vehicles not only
prevents accidents but can also be used as basic data for
post-accident responsibility matters.

Especially, it is necessary to a mutually different ID in
the communication between vehicles, the transmission/
reception media should not be tampered, and confidenti-
ality for the communication messages between entities be
guaranteed. Thus, this study proposes a security mecha-
nism for authentication in the communication between
vehicles and verifies the efficiency of it.

3. Security Mechanism for
Vehicle Authentication

Before the communication in the vehicular Ad-Hoc net-
work is largely classified into two types according to the
communication status of the concerning module. The
communication between the vehicles through the OBU
(On-Board Unit) mounted on each vehicle is called V2V
(Vehicle-to-Vehicle), and the communication with the
infrastructure through the RSU (Road-Side Unit) located
in the OBU and the road is called V2I (Vehicle-to-
Infrastructure)®. In the two communication methods, a
difference lies according to the participation status of the
infra communication participation. The communication
in this paper is based on the V2I communication through
RSU, as this paper proposes the vehicle authentication put
into a certain group along with the authentication by time
period to block the authenticated vehicles existing for a
certain period of time in the group from illegal attack.
The Vehicular Authentication Security Mechanism
(VASM) proposed in this study includes the OBU authen-
tication process of RSU coming into the group of itself
and the periodic authentication process of the authenti-
cated OBU in the V2I communication. The reason for the
necessity of the periodic authentication process of OBU is,
because the OBU status authenticated for the first time may
be exposed toillegal attacks due to some malicioushacking,
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the purpose is to prepare for such security threats through
continuous authentication processes by certain time peri-
ods.

The following explains about the OBU authentication and
the periodic authentication process through RSU (Figure
1).

Here, RSU uses an open key algorithm for the RSU
authentication process and OBU uses a secret key algo-

rithm:
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Figure 1. Security mechanism.

1 For efficient authentication management of OBU, RSU
sets OBU numbers to a certain level.

2 OBU delivers its Unit Number to RSU as it goes into
the RSU group. RSU checks the Unit Number obtained
by OBU from the list. If the Unit Number is normal,
RSU generates a number t which has Time Stamp - the
time information of the instant, and a random number
r implying a certain time interval, and delivers to OBU
after encoding them into RSU secret key along with OBU
Unit Number.

3 OBU decodes the Unit Number, t and r by using the
open keys of RSU those are only open to OBUs with nor-
mal Unit Numbers, and sends them to RSU after encoding
the values and their secret keys into RSU open keys. Here,
it can be known that RSU is not reliable if the decoded
Unit Number value differs from their own value.

4 RSU releases the information obtained by OBU with its
own secret key, and if it matches the Unit Number, t and
r received at the initial registration, RSU saves the secret
key of OBU and uses it in the next periodic authentica-
tion stage.
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5 After a certain period of time, OBU encodes its Unit
Number, the number t which has the initial starting Time
Stamp and the number r+i which is the number after a
certain time interval of i of the time interval randomly
pre-set in each RSU group into its secret key and sends
them to RSU along with the Unit Number of OBU.

6 RSU checks the Unit Number of OBU, decodes t, r+i and
the Unit Number by using the regarding OBU secret keys,
and it can be known that OBU has been operated within
the group without being exposed to external attacks, if
the initial starting time t of OBU matched the r+i value
applied with the preliminarily set certain time interval.

7 Above 5 6 stages are repeated until OBU exits the group.
8 Lastly, if the values differ in the 2 4 6 stages, the regard-
ing OBU is removed from the RSU group, as OBU is
exposed to a security threat.

4. Verification of VANET used
Petri Nets

In this time, the proposed VASM using Petri Net is as fol-
lows in Figure 2.

The number of tokens marked in P1 of Figure 2 defines
the number of vehicles that can be managed by RSU. That
is, if the regarding RSU is able to model by defining with
the token numbers how much vehicle authentication can
be managed, and the existence and removal of OBU can
be known through the existence of this token as the token
marked in P3 is for a single authentication of OBU. The
following states about each role of the places and transi-
tions in (Figure 2) are showed in Table 1.

P

Figure 2. Initial petri net model of VASM.
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Table 1. Content of place and transition of VASM
petri Net model
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The simulation result simulated by the Petri Net simula-
tion tool after modelling the proposed VASM with Petri
Net is illustrated in stages in the following Figure 3.
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In (a), for P8, t8 is ignited if the OBU Unit Number is
a normal value, and t10 is ignited if it is an abnormal
value. In (b), at P4, OBU secret key and the encoded val-
ues of the Unit Number, t and r encoded with the RSU
open key are sent. In (c), at P5, RSU decodes into its per-
sonal keys, and if the values are normal, it saves OBU
secret key and ignites t3, and otherwise ignites t4. For P7
in (d), after a certain period of time, OBU encodes the
Unit Nmber, t and r+i values into OBU secret keys and
sends them to RSU. In (e), at P6, OBU is removed as the
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Figure 3. After transition fire.

values sent from P5 and P7 are abnormal values. At P9 in
(f), RSU decodes and checks the Unit Number, t and r+i
with the OBU secret key, and if the values are normal, t6
is ignited and otherwise, t5 is ignited. Finally, ignites t6
after the normal value authentication, and returns to the
initial model for another authentication work. If the value
is abnormal, t7 and t10 are ignited, OBU is removed and
returnstotheinitialmodel foranotherauthentication work.
As shown in the above simulation result, it could be known
that the OBU authentication process and the periodic
OBU authentication process have been smoothly carried
out at the initial entery of the vehicle OBU into the RSU
group. Additionally, various problematic situations dur-
ing the authentication process, such as security strength
on the vehicle authentication in a vehicle Ad-Hoc network
could be known through the ignition status frequency of
t4, t5, t7 and t10 those implemented the removal of OBU.
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5. Conclusion

The vehicular authentication security mechanism, VASM,
in the V2I communication proposed in this paper uses
encoded algorithm and time random numbers for the
mutual authentication between RSU and OBU, and as
the authentication of RUS is needed for the OBU side
and the authentication of OBU that enters into the group
of RSU is also necessary, for this, it has enabled all the
mutual authentications by appropriately mixing and
using the open key algorithm and encoded key algo-
rithm. Additionally, thanks to the Petri Net modelling,
the benefits lie on being able to appropriately simulate by
marking the limited vehicle numbers of the RSU group
with the number of tokens and measure the strength of
security through the frequency of the transition igni-
tion. As such, Petri Net modeling enables to smoothly
cope with defining and implementing security requests in
VANET, complicated with many changes of vehicles. In
future studies, besides the authentication mechanism, it is
necessary to propose a mechanism suitable for each of the
environments, using Petri Net modeling by simulating
and modeling after expanding the proposed mechanisms
into many OBUs and defining the mechanisms on security
requests such as message integrity and non-repudiation.
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