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Abstract
Advances in the digital content transmission have increased exponentially in the past few years. In addition, the video 
encryption plays an important role in guaranteeing data transmission security, this role is increasing continuously due to 
its involvement with the development of multimedia technology. In this paper, we propose applicable and secure video en-
cryption algorithm. The proposed algorithm is mainly based on the symmetric key cryptographic technique, and it employs 
the audio sample to eliminate the need for trusted third party for key exchange process. The new algorithm starts work-
ing by splitting the undertaken video into audio samples and video frames. Next, the audio sample is used to generate the 
public key. The yielded audio sample and video frame are then encrypted along with the generated public key to produce 
the cipher data. The public key is then added to the cipher data randomly. The receiver on other side will extract firstly 
the public key from cipher data, and then complete the decryption process. Based on the results, and comparing with the 
existing encryption algorithms, the presented algorithm is able to maximize the tolerance skew value to be close to the 
optimal value. Moreover, the results showed that the proposed algorithm is efficient, and give high performance. The per-
formance is measured by means of parameters such as Peak Signal to Noise Ratio (PSNR) and Mean Squared Error (MSE).  
The resulted MES values are close to zero, and the resulted values for the PSNR are between 30 and 58 dB, and those values 
proved the effectiveness of the proposed algorithm.
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1.  Introduction
The security of the multimedia systems is marked as a 
major issue in the networked infrastructure and the trans-
mission of data through secluded systems. The security 
of the data is enhanced by use of cryptography, a tech-
nique that is used in protection of data that is generated 
via open networks. It also includes the transmission of 
unreadable data. The major drawback in this technique 
is that most of the algorithms used in the encryption 
and decryption only deal with text data. The latter makes 
the algorithms unsuitable for multimedia technologies 
including pay-TV, video conferencing, video broadcast, 
and Video-On Demand. Characteristically, the digital 
multimedia content is a combination of image frames, 
text, and audio elements1,2. 

In order to protect the contents of the digital multi-
media, the security approaches that are software-based 

have presented viable solutions that can accommodate 
both read and write data access. This allows for data 
protection against unauthorized access. The encryption 
algorithms can either be symmetric or asymmetric. In 
this paper, the symmetric key encryption is implemented 
due to the sustainability of the technique with digital mul-
timedia content encryption. Other encryption algorithms 
considered include the four categories of video encryp-
tion algorithms. These include: permutation encryption 
algorithm, completely encryption algorithms, and per-
ceptional and selective encryption algorithms3-6. 

The completely encryption algorithm work by the 
initial compression of the entire video followed by encryp-
tion of the video data based on the traditional algorithms 
such as DES, AES, 3-DES, RC4, among others as shown in 
Figure 1. The computation process of the algorithm make 
them time consuming. This renders them unsuitable for 
the specific encryption needs4. 
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Another encryption process discussed is the use of 
permutation. The process involves scrambling of the 
video content in audio, images, and text7,8. However, in 
the selective encryption algorithm, only the specific video 
byte that needs to be encrypted is considered. The algo-
rithm works on the basis that some contents of the video 
are not critical. This leads to reduction of the encryption 
time as compared to the completely encryption algorithm 
techniques as shown in Figure 2. The other encryption 
algorithm covered in the project is the perpetual-based 
encryption algorithm. This enables the potential view-
ers to listen and view though with low quality of the 
video6,9,10.

The encryption process concerning videos generally 
involves the use of more complicated technologies as 
compared to voice and text encryption techniques. The 
complication has made researchers in the subject to focus 

their attention more on video encryption than other 
forms of encryption. This includes the analysis of the 
obstacles in the video separation process. The separation 
process involves the separation of the video into discrete 
images11. Therefore, making the choice of the encryption 
technique to be used and adopted needs careful analysis. 
Many research studies have been conducted to assess the 
real-time streaming video elements for understanding of 
the desired speed for streaming. 

Most of the encryption techniques are used for binary 
and text data for a number of reasons. Firstly, multimedia 
data, including video and image, are usually bulky and 
smaller in size. Encryption of bulk data by use of the tra-
ditional ciphers may incur significant overhead and may 
be too expensive for real-time applications such as image 
surveillance and video conferencing. Adjacent pixels in 
digital images also have similar values of gray scale and 

Figure 1.  Structure of completely encryption algorithms.

Figure 2.  Structure of selective encryption algorithms.
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strong points of correlation. However, for the video data, 
only a few pixels would differ between frames since the 
consecutive frames are similar12. Light encryptions are 
also important for use in many real-life applications in 
order for them to effectively preserve perceptual informa-
tion13. The reasons are evident in different aspects of the 
proposed algorithm.

In this paper, a video encryption algorithm initiated 
from the audio samples that generates a public key that 
eliminates the need for distribution and management by 
a third party. The transferred digital multimedia is used 
to generate the public key over the internet. The proposed 
algorithm is efficient because it takes less time for encryp-
tion to be done. The encryption algorithms implement 
numerous iterations of transformation and substitution 
over the original data as in the plaintext. This helps in the 
complication of the process of data discovery by hackers 
or online intruders. The algorithm proposed in the paper 
can split the video into discrete segments; the frames and 
the samples of the audio. The initialization process is also 
done that involves sending a copy of the algorithm from 
the image to the receiver with streaming of bits for con-
nection as per the established purpose. The proposed 
paper will be conducted to establish in details the subject 
of video encryption in comparison with audio and text 
encryptions.

2.  Related Work
The previous section justified the need to examine multi-
media technology. Because of the huge size of the digital 
videos, compressed formats are generally used for video 
transmission (i.e. MPEG-1, MPEG-2, MPEG-4, H.263, 
H.264, and AVC)6-8. Literature proposes different encryp-
tion approaches as possible solutions to protect digital 
images and videos. In this section, an extensive review of 
the literature is offered in particular with regards to differ-
ent encryption methodologies and approaches that have 
been regularly used to make video communication more 
secure and reliable.

The first approach is the Naive Approach for video 
encryption proposed by Agi and Gong. In this approach, 
the video bit sequence stream is treated as text data and 
encrypted using symmetric key cryptosystem. However, 
even the fastest modern symmetric schemes such as DES 
or AES are computationally very expensive. Despite offer-
ing the highest level of security, they are not so well suited 

for video data encryption because they require large vol-
ume of data processing in real time14.

The second approach was proposed by Gadegast, that 
is, the selective video encryption after the compression 
model, known as secure MPEG (SECMPEG). The after 
compression processes, SECMPEG, select a partial video 
stream or the whole video stream for encryption using 
light weight cryptographic algorithm. It then encrypts 
important part of the video using conventional encryp-
tion algorithm9. In 1995, Maples and Spanos proposed a 
similar approach to secure MPEG-I and MPEG-2. In this 
approach all I-frames but P-and B- in the MPEG video 
stream are encrypted. The MPEG video sequence header, 
that has important information for decoding process, is 
also encrypted. However, encrypting only I-frames has 
limited applications such as to the military where each 
and every part of the video data is important15-17.

Based on the Shannon principle of diffusion and con-
fusion, Choon13 proposed a light weight and cost effective 
encryption approach where each picture is divided into 
macro-blocks. A macro-block is a 16 x 16 pixel array. By 
permutating macro-blocks followed by XOR operation 
on the permuted macro-block, the diffusion and confu-
sion principles can be achieved. Another light-weight 
encryption approach on the uncompressed raw MPEG 
data was developed by Choo14. This approach is called 
Secure Real-time Media Transmission (SRMT). It uses 
two block transpositions and a XOR operation. However, 
Hooda and Parvinder made a survey on light-weight and 
cost effective encryption approaches6.

Tang offered Zigzag permutation algorithm by embed-
ding the encryption into the MPEG compression process. 
In this algorithm, a random permutation matrix that acts 
as a secret key is used to modify the ordering of trans-
formation coefficient. In this scheme I-frames of MPEG 
video undergo zigzag reordering of 8 x 8 block to 1 x 64 
vectors. There are three stages in this technique: The first 
stage generates a list of 64 permutations. The second stage 
involves splitting of 8 x 8 block. This is done by splitting 
the DC coefficient (8 bits) into two equal halves where 4 
most significant bits are placed in DC coefficient and the 
least significant bits as the last AC coefficient. Finally, the 
then random permutation is applied to the split block17.

A video encr algorithm (VEA) 
which works on compressed video stream was developed 
by Quio et al. The algorithm is based on statistical 
analysis. The basic idea of VEA is byte scrambling algo-
rithm on output video data stream. It handles I-frames at 
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the slice level and process them bitwise. The data is divided 
into two byte stream as odd and even numbered bytes. 
These two streams are XORed to form the first part of the 
cipher. By performing DES over the even numbered byte 
streams, the second part of the cipher is constructed4.

A puzzle encryption algorithm for compressed video 
stream is another approach to video encryption. Based 
on children’s game puzzle, it was developed by Liu and 
Koeing2. This algorithm works in two steps: (1) the com-
pressed video data of each frame is puzzled; and (2) the 
puzzled video data is then obscuring. This algorithm 
dramatically reduces the computational cost for video 
encryption as the encryption speed is sufficiently high 
to meet the real time requirements of mostly used mul-
timedia applications, especially high resolution video 
games18.

Wen et al. founded the selective encryption 
into format-compliant method, known as Compliant 
Configurable encryption format. In this scheme, data is 
first grouped into information carrying and non-informa-
tion carrying parts. After that, only information carrying 
fields are encrypted. Field Length Code (FLC) or Variable 
Length Code (VLC) can be used to fix the information
field. For format compliance, bits for encryption chosen 
and after encrypting with DES placed back to its original
bit position in video stream9-21.

Alattar et al. proposed three methods for selective
video encryption based on DES cryptosystem. In 
the first method every nth I – macro-block is encrypted, 
followed by the encryption of the headers of all the predi-
cated macro-blocks and nth macro-block data. In the third 
method, the nth macro-block and the header of every nth 
predicate macro-block are encrypted. This scheme works 
during compression6.

In 2000, Cheng and Li offered partial encryption 
schemes for still images and they further extended them 
to the video. The partial encryption schemes works with 
quad-tree compression algorithms and wavelet compres-
sion algorithm based on zero-trees for the video stream 
I-frame, motion compensation, and residual error cod-
ing. This scheme works for the video stream based on 
Set Partitioning in Hierarchical Trees image compression 
algorithm. Because the proposed methods are not suitable 
for JPEG images, they are hence not applicable to MPEG 
video compression standard. Proposed partial encryption 
encrypts the I-frames, motion vectors and residual error 
code of video stream6,7.

Daniel et al. proposed a novel video encryp-
tion algorithm specially designed for both lossless and 
lossy low motion spatial only video codecs. This algo-
rithm works before the compression and at the receiver 
side after decompression. This is a unique feature and 
often desirable feature. However, it works only for certain 
classes of video sequence and codec6,22,23. This scheme 
works on the principle based on canonical sorting per-
mutation σi of frame Fi. In this approach, canonical 
sorting permutation σ1 is computed for F1 (first frame 
of video sequence (F=F1, F2...,Fn) and after compression 
(C (F1)) is transmitted through secure channel without 
encryption. This first frame works as a secret key for the 
encryption and decryption process. Each subsequent 
frame Fi is encrypted by applying canonical sorting per-
mutation σi-1(Fi). The receiver computes the sorting 
permutation for the received frame and uses it to recover 
the next frames from the encrypted frames.

Liu and Koenig stated that all video encryption 
algorithms have a relatively low security level although 
they meet the specific requirement of video encryption 
better than the naïve algorithm except for the security 
strength6,18.

3.  Methodology
Usually the data within a network environment must 
be kept secure in concerns, storage and transmission 
since it is the most precious asset. Therefore, we should 
keep this data away from any unwarranted access by an 
unauthorized party. The concept that calls attention to 
the importance of creating and managing the keys is the 
cryptography24. In this paper, the security process per-
forms encryption and decryption process for each video 
packet at both sender and receiver locations:

3.1  Encryption Process
Here, we describe the encryption process of the new pro-
posed algorithm. Typically, the encryption processes are 
usually involved and engaged within the cryptographic 
process. The encryption algorithms include some pre-
processing steps over the source data. For instance, the 
encryption algorithms execute many rounds of substitu-
tions and transformations over the intended data26. These 
steps can efficiently decrease the probability of hacking 
and intruding.
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As shown in Figure 3. The proposed encryption algo-
rithm has many steps, starting from reading the defined 
video and ending with decrypting the video with syn-
chronization process. Now, we will describe each step in 
more details:

Step 1: The user defined video reading process is 
done.

Step 2: Connection establishing step. In this step, the 
video is split into two dissimilar parts (audio samples, and 
video frames). The 28 audio samples are then gathered. 
Next, the bits stream is split also into 4 bits/units using 
the hexadecimal representation with 2D array i, j. The 
receiver of the data then take delivery of the first three 
audio samples which combined as image (i.e. Image of 
audio) after multiplying them with a window function. 
Typically, the frequency resolution has been decreased by 
using the window function.

Here, the Hamming window is distinguished by the 
following equation:

(W (n) = 0.54 – 0.46 COS ((2nπ)/(N-2)),

Where, n= 0,…N. Then, the peak value is computed by 
the algorithm in order to produce the public key.

Step 3: Here, the complex two-dimensional array 
is generated based on the public key which generated 
from the previous step through confusion, diffusion, and 
repeated iteration. The confusion and diffusion is distin-
guished by the following equation:

Q = P D(C (Q, K1), K2))n

Where, Q is the first 28 audio samples, and P represent the 
first 28 audio samples after confusion diffusion process, 
K1 is confusion key, K2 is diffusion key, and n is iteration 
time.  C() and D() mean confusion process and diffusion 
process respectively.

Step 4: Here, in this step, the encrypted video frame is 
generated by using XOR procedure. XOR has been imple-
mented over the set of audio samples with video frame 
in order to encrypt them. Moreover, the XOR process 
has the ability of achieving and completing the encryp-
tion process with minimal time, and it does not have an 
effect on the complexity of the encrypted data, however, 
it creates an extremely complex ciphered data because of 
its simplicity.

Step 5: In this step, the encrypted image has been mod-
ified by adding the audio sample inside of it, in order to 
make the confusion and diffusion ratio to be augmented 

Figure 3.  Flowchart of the proposed encryption algorithm.
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and increased. Typically, this step is mainly depends on 
step 2 output.

3.2  Decryption Process
Usually, each encryption process has a corresponding 
decryption process with a well defined keys and steps 
that are implemented over any important data (i.e. video 
stream). In the decryption process, all the data which 
altered by the encryption process to be un-comprehend-
ible by any user, will be changed and modified to its 
original form as shown in Figure 4. Knowing the key (i.e. 
Public decryption key) which needed for completing the 
decryption process is considered as main principle for 
decrypting a ciphered data.

Thus, while the decryption process, the procedure of 
extracting the key correctly is considered as very crucial 
and important step. In the proposed algorithm, the key as 
mentioned before is generated from first 3 audio samples 
to the decryption process. Here, the decryption process 
has the following steps:

Step 1: Typically, the process of connection founding 
is done at the beginning of the encryption and decryption 
process, both of the sender and the receiver sides has this 
process. This process involves convert image of audio to 

audio samples (i.e. image to audio signals), next, it mul-
tiplied by a window function to produce public key, and 
create the HEX values that identical to the values of the 
sender side.

Step 2: Here, the HEX values are used to as a base to 
divide the encrypted data from the audio samples in order 
to complete the extraction process.

Step 3: In this step, the XOR is implemented over the 
extracted audio samples along with the encrypted data, 
after implementing this process; the original video frame 
will be ready.

Step 4: As a final step, the audio samples to video 
frames synchronization process is achieved to maximiz-
ing tolerances skew.

4.  Experimental Results
The video data which was used for analysis have differ-
ent motion characteristics and varying resolution with 
a frame rate of 30 fps. The sample test video sequences 
include videos like (i.e. Red 2010, and Fast and Furious). 
Some of the test videos along with their frame numbers 
are shown in Figure 5. Figure 6 shows the images of the 
corresponding video frames after applying XOR operation 
with audio samples. The corresponding images for some 

Figure 4.  Flowchart of the proposed decryption algorithm.
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of the test videos along with their frame numbers after 
applying the proposed algorithm are shown in Figure 7. 
It can be observed that the details in the video block are 
completely lost in the encryption process. The time spent 
for the pre-processing step in the proposed algorithm (i.e. 
connection establishment) is on an average 0.09003 ms 
per video. Since this is done infrequently, which is does 
not affect the encryption time of the video.

The experiments of the proposed encryption algo-
rithm were implemented through MATLAB application 
tool version 7.0.0.1 using the DALI library, which sup-
ports coding of MPEG-1 and MPEG-2 videos27 on a 1.6 
GHz core i5 (IV), 8 GB memory and 750 GB hard disk 
capacities.

5.  Security Analysis
This paper aims to propose a new applicable and secure 
video encryption algorithm to improve video encryp-
tion performance by minimizing the security level. This 

section presents the security analysis. In order to test 
the security of the proposed algorithm, a set of tests and 
analysis was performed on the proposed algorithm. The 
security analysis of the proposed algorithm was con-
ducted in two phases: Audio samples distribution phase 
and reconstruction phase.

5.1  Audio Samples Distribution Phase
As mentioned earlier in the proposed algorithm (i.e. 
Encryption Process), the complex two dimensional array 
is generated through a regular confusion, diffusion, and 
repeated iteration based on the public key which gener-
ated from the audio samples. Here, we have two arrays; the 
first one is holding the data before performing a regular 
confusion, diffusion, and repeated iteration for inser-
tion audio samples, where the second one is yielded after 
performing a regular confusion, diffusion, and repeated 
iteration. To examine the relation between these two 
arrays, correlation distribution analysis was performed as 
shown in Figure 8.

(a) (b) (c) (d)
Figure 5.  Some of the test videos along with their frame numbers before applying the proposed 
algorithm.

(a) (b) (c) (d)
Figure 6.  Corresponding images for some of the test videos along with their frame numbers after 
applying XOR operation.

(a) (b) (c) (d)
Figure 7.  Corresponding images for  some of the test videos along with their frame numbers  after 
applying the proposed encryption algorithm.
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It is clear from Figure 8b that confusion and diffu-
sion shown good performance but most of the values are 
close to zero due to the high audio frequency (32 KHz) as 
shown in Figure 9. Thus, the correlation distribution after 
confusion and fusion process will be randomly distrib-
uted around zero.  

5.2  Reconstruction Phase
In general, the encrypted frames are then decrypted by 
applying the inverse transformation function (i.e. decryp-
tion process). Thus, the original frames are reconstructed. 
In this paper, the performance analysis for the reconstruc-
tion process is measured by means of parameters such as 
Peak Signal to Noise Ratio (PSNR) and Mean Squared 

Error (MSE)28. MSE and PSNR are distinguished by the 
equations 1, and 2 respectively:

[ ]= ∑∑

m-1 n-1
2

i=0 j=0

1MSE I(i,j)-k(i,j)
mn

� (1)

And,

( ) ( )= −10 10PSNR 20. log MAX1 10. log MSE � (2)

Where, MAX1 is the maximum possible pixel value of 
the image. Typical values for the PSNR in the decrypted  
image and video compression are between 30 and 58 dB, 
where higher is better, and the typical values for the MSE 
is equal or close to zero28. The corresponding distribution 
of the proposed algorithm for both PSNR and MSE are 
shown in Figure 10.

It is clear from Figure 10 that the PSNR values for the 
proposed algorithm (i.e. 50 frames) within the typical val-
ues, while the MES values are close to zero. This indicates 
that the proposed algorithm shown good performance.

6.  Conclusion
In this paper, we have achieved our objectives of designing 
a new cryptographic encryption algorithm by combin-
ing audio samples and image frames for enhancing video 
security. Most of the available encryption algorithms are 
not suitable to be used to over an open network since 

Figure 8.  Correlation distribution analysis.
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Figure 9.  Audio samples around zero.
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they were originally built for binary and text data and 
due to their extensive computations which result a sig-
nificant overhead and may be too expensive for real-time 
applications such as image surveillance and video confer-
encing. Thus, the two criteria’s such as transmission speed 
and higher security level are important for the success-
ful transmission of the video data. In this paper, a Simple 
XOR operation is used to encrypt the video data in order 
to minimize the computation cost, and combining audio 
samples and image frames in a random fashion in order to 
enhance video security. The conducted experiments and 
the security analysis of the proposed algorithm show that 
the algorithm is strong, fast, and secure because it satisfied 
the standard security analysis such as correlation analysis. 
Moreover, the performance of the proposed algorithm is 
measured by means of parameters such as Peak Signal to 
Noise Ratio (PSNR) and Mean Squared Error (MSE).
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