
Abstract 
In Wireless Sensor Networks (WSNs), signals are used as channels for communicating data. Wireless channels are inherently 
insecure; hence, the vulnerability of signals to external destructive factors and to the interference of intruders can result in 
the production of errors in data to be transferred. On the other hand, in as much as wireless sensors have limited energy, 
optimal consumption of energy for enhancing network lifetime is of high significance. In this paper, a protocol based on 
block-level retransmission and network-coding has been proposed which is intended to optimize error recovery in sensor 
networks. This protocol takes the parameters of reliability and energy consumption into account. In this protocol, data 
frames are divided into blocks and in the case of error occurrence, the total frame need not to be transferred since only 
the error containing block is retransferred using the network coding technique. This procedure minimizes the number of 
transfer and reception in the nodes. Consequently, energy consumption is reduced. The simulation results revealed that 
utilizing the networking coding technique in the proposed method results in reliability enhancement. Thus, the simulation 
results indicate that the proposed method leads to higher reliability and lower energy consumption than the LIERMO 
method. 
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1.  Introduction

Recent developments in electronics and wireless telecom-
munications have facilitated the designing and produc-
tion of low-power and small sensors which are reason-
ably cheap and have various applications. These small 
sensors which are capable of receiving different envi-
ronmental data (based on sensor type), processing and 
transmitting data have led to the creation of an idea for 
developing and extending networks labeled as Wireless 
Sensor Networks (WSNs). In WSNs, thanks to the pres-
ence of sensors in their architecture, sensor nodes receive 
the environmental data; meanwhile they carry out a pri-
mary processing in the nodes and transmit them towards

their targets. In this type of networks, signals are used as 
channels for communicating data. Since wireless channels 
are unreliable and network energy is limited, it is essential 
that protocols be designed for optimizing error recovery 
so that the parameters of reliability, energy consumption 
and average delivery time3 are taken into consideration. 
For enhancing error detectability in received packets, 
the concept of redundancy should be taken into ac-
count. Redundancy refers to the fact that some control 
bits should be added to the message head so that de-
fective bits can be detected and recovered. It should be 
noted that this procedure increases the amount of pack-
ets which should be transmitted. There are two ma-
jor mechanisms for recovering error in the network1:
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In the first method which is called automatic repeat re-
quest, control bits and redundancy are used to detect er-
ror in the message; then, a message is transmitted to the 
sender asking it to retransmit the message. The second 
method which is known as Forward Error Correction 
(FEC), the receiver not only detects the error in the mes-
sage but also uses the redundant bits and particular tech-
niques to guess the message. However, with respect to the 
energy limitation in these networks, using these methods 
results in the consumption of a lot of energy in the net-
work. Hybrid ARQ is deemed to be a promising method 
for reducing error in WSNs2. Transmitting based on this 
method (HARQ) leads to the reduction of energy in WSN3.
	 Recently, a mechanism, known as network cod-
ing, has been proposed which can solve the energy con-
sumption in these methods. This mechanism has signifi-
cantly high reliability4 and leads to the reduction in the 
number of transmissions and receptions. Consequently, 
it reduces energy consumption. In the majority of pro-
tocols, in case an error occurs, the entire packet should 
be retransmitted which leads to an increase in the energy 
consumption of nodes; consequently, channel efficiency 
decreases. In this paper, a protocol has been proposed in 
which the source divides the data frames into blocks and 
then, it sends the blocks to the receiver. Hence, in the case 
of error occurrence, there is no need to transmit the whole 
frame since the error-containing block is only transmitted 
by the network coding technique; this action enhances the 
reliability and reduces energy consumption. The remind-
er of the paper is organized as follows: in section two, the 
related works are briefly reviewed. The proposed protocol 
is discussed in section three where the energy consump-
tion model will be explained. The simulations conduct-
ed in the study will be reported in section four. Section 
five summarizes the findings and concludes the study.

2.  Related Previous Works 
Numerous research has been conducted which aimed 
at introducing novel protocols for optimizing error 
recovery in WSNs. Some of the mechanism proposed 
for recovering errors in WSNs has been mentioned 
in5–7. The main concept in the proposed mechanism 
combined the defective versions of a packet to recover 
the original packet; each of the following protocols has 
adopted a version of this mechanism: EARQ5, Simple 
Packet Combining Error Recovery Scheme (SPAC-M)6 

and Destination Packet Combining (DPC)7. Wang8 

proved that when the length of data is large and bit error 
rate is high, the EARQ will have significantly higher effi-
ciency than the SPAC-M and DPC methods in retrieving 
data. Singh9 proposed a method based on FEC tech-
nique for preventing retransmission of data and saving 
energy consumption. This method is capable of bursting 
errors up to eight bits. Krohn10 introduced a method for 
ensuring the accuracy of the communicated data in the 
network based on homomorphism hash functions. The 
rationale behind this method is that mid nodes check the 
accuracy of packets and if a packet has an error, it will be 
eliminated. This method reduces the network overload. 
However, the complexities involved in the implementa-
tion of this algorithm are still remaining and when the 
scope of the network is high; the calculations related 
to hash will cause a delay in the network. Kehid11 pro-
posed a simple method for detecting and restricting 
attacks on the packets which is based on NULL; they 
found that this method is more efficient than the previ-
ous methods since it reduces the delay in packet delivery. 

Network coding was first proposed by Ahlswede4. 
In this method, rather than simply transmitting just 
one packet, the mid node combines and integrates a few 
input packets into just one packet and then transmits 
that packet. In recent years, network coding technique 
has been used for maintaining reliability in WSNs12–17. 
Network coding-based methods have relatively higher 
reliability than the traditional methods. Using this tech-
nique in multi-hop multi-cast networks results in the 
reduction of energy consumption18. Coding linear data is 
a type of functional implementation of network coding19. 
Koetter20 introduced a fault-tolerating routing mechanism 
for mash networks which was based on network coding. 
Yuhuai21 proposed a fault-tolerant routing mechanism 
based on network coding for wireless mesh networks. 
Antonopoulos22 proposed a protocol for vehicular ad hoc 
networks (VANETs) which was based on Novel Network 
Coding and Automatic Repeat Request (ARQ). This pro-
tocol was intended to reduce the number of the whole 
transmissions. Wenbo23 proposed a method in which a 
coding parameter (n, k) in proportion with the pollution 
status is selected. In this method, when a node detects 
an error in a packet, it does not eliminate the packet; 
rather, it sets a value for the syndromes of the error in the 
packet and then transmits the packet. It should be noted 
that this procedure will be done if the error is capable
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of being detected. After a sufficient number of packets are 
gathered, the secondary node will be able to recover the 
defective packet. Indeed, this method which is based on 
network coding has integrated the error detection and 
error recovery mechanisms with each other. Guo24 found 
that in case network coding is used in underwater sensor 
networks, error recovery efficiency will be improved. Cai25 
proposed a novel protocol, called Multi Paths and Network 
Coding (MPNC), based on network coding for enhanc-
ing packet delivery rate in this type of networks. Some 
methods which are based on block-level retransmission 
in WSNs have been mentioned in26–28. Ganti26 proposed 
the Seda algorithm for enhancing efficiency in WSNs. In 
this algorithm, the network layer divides the data packets 
into data blocks. Then, each block adds one bite as the 
sequence number and one bite as the CRC-8 code so that 
it can detect errors. Next, these blocks are categorized and 
are delivered to the Mac layer for transmission. In the case 
of error occurrence, there is no need for transmitting the 
entire packet; rather, the defective blocks which contain 
errors are retransmitted by the sender. Showail27 proposed 
the iFrag protocol which is based on the concept of seg-
ment-based retransmission. In this protocol, the number 
of blocks within each frame is dynamically determined 
and arranged according to the current conditions of the 
channel. Showail27 proved that their proposed method 
reduces the amount of delay in the noisy networks for 
12% which is better than those methods in which the 
number of blocks within each frame is stable. Moreover, 
in this method, energy consumption was reduced up to 
6% for each useful bit. Thanks to the reduction in the 
number of frame retransmission, the above-mentioned 
method reduces energy consumption. Kaikai28 proposed 
a protocol based on block-level ARQ and network coding 
in single-hop wireless networks for recovering errors. In 
this method, data stream is divided into data blocks and 
in case an error occurs, only the error-containing blocks 
are retransmitted rather than retransmitting the entire 
blocks. Indeed, using the novel network coding technique 
minimizes the number of blocks to be retransmitted. 
Kaikai28 found that their proposed method enhances the 
efficiency of the channel better than the earlier meth-
ods. LIERMO algorithm is an event-based protocol for 
optimizing service quality in WSNs which uses energy-
efficient multi-path routing29. The objective for designing 
this protocol was to improve packet delivery rate, enhance 
network lifetime and also reduce delay in transmit-
tingpackets to the sink. This protocol uses multi-path

detec tion which has the fewest number of interference 
between the source node and the sink node. It also uses a 
balancing algorithm for distributing the source node traf-
fic on multiple paths according to the relative quality of 
each path.

3.  Designing BNC
In this section of the paper, BNC is introduced as a 
method which can improve error recovery in WSNs. 
In BNC, the source divides data stream into frames 
with the length of nBlB. In general, the transmission of 
a frame includes two phases: the path determination 
and transmission phase and the retransmission phase.

3.1  Path Determination and Transmission
This phase includes three parts: 1. Blocking frames, 2. 
selecting the best neighbor, 3. measuring the reliability 
and transmitting frame. 

3.1.1  Blocking Frames
At first, the source separates the available data of each 
frame within the Nb block so that each of the blocks have 
data with the length of Lb. then, it adds a section as the 
sequence number to each block for showing the sequence 
and trail of the consecutive blocks. The sequence number 
begins with 1 and continues up to Nb. in this protocol, 
instead of one bite, two bites are used for the sequence 
number since an 8-bit bite can only indicate the commu-
nication among 256 different blocks which can result in 
efficiency reduction in some states and conditions. Thus, 
for enhancing efficiency, especially when N or Nb is big, 
using 2 bites can result in relatively better efficiency and 
performance. The source also adds the CRC-16 control 
bits to each block for detecting error. Using the control bits 
for blocks, the receiver can detect the existence of bit error 
in the block. Figure 1 illustrates the format of data frame.

3.1.2  Blocking Frames
For selecting the best neighbor, each node needs to iden-
tify its own neighbors. This operation is accomplished 
by transmitting a particular packet which is called 
Hello. The format of Hello packet is given in Figure 2.
In Figure 2, Reme refers to the remaining energy, ID re-
fer to the unique ID number of the node and (X, Y) re-
fer to the location and position of the node. The source 
completes the items of the Hello packet with its own
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Figure 1.  The format of data frame in the BNC method.

(X, Y) ID

Figure 2.  The format of Hello packet in the BNC method.
data; then, it transmits this packet to all of its neighbors 
as far as the sink. When each node receives the Hello 
message, it replaces the previous ID number, remaining 
energy and position with its own data and transmits the 
packet to the sender of the Hello message. Based on the 
received replies, the requesting node creates a routing 
table about its own neighbors. In this method, all nodes 
occasionally update their own routing table through the 
Hello packets so that they can use the table when they 
want to transmit data. 
After framing, the source uses the data of routing table 
and cost function1 to select the best neighbor for trans-
mitting data. The neighbor node with the higher cost will 
be selected as the chosen node. 

In equation 1,  disti,j refers to the distance between the 
current node and the neighbor node Reme stands for the 
remaining energy of the neighbor node, α refers to the 
distance effect coefficient and 1-α refers to the energy 
effect coefficient.The distance between the current node 
and the neighbor node is obtained with respect to the 
position of the neighbors in routing table. Equation 2 is 
used for measuring this distance: 

....(2)

3.1.3  Measuring the Validity and Transmitting 
Frame
After selecting the best neighbor node, the transmit-
ter transmits the frame to the selected node; then, after 
the middle node receives the frame, it uses control bits 
to measure and evaluate the validity of each block.

As soon as the middle node detects an error in any of 
the frame blocks, it produces a FAILURE control packet 
including the number of defective block and transmits it 
towards the transmitter. Also, the middle node sets the 
value of zero to data section of the block and then trans-
mits the packet to its best neighbor. Observing the zero 
value in a block, the next node notes the occurrence of 
error in that block and hence, it does not retransmit the 
control packet for announcing error. This procedure con-
tinues until the frame reaches the sink.

3.2  Retransmission Stage
In the retransmission stage, the transmitter uses the net-
work coding technique to code the blocks which have 
not been properly received. After receiving the error-
announcement control messages, the source creates a list 
of improper blocks and the corresponding receivers. Then, 
the transmitter uses the XOR-bit operator to combine the 
N number of improper blocks; then, it places the coded 
blocks as well as the improperly received blocks within 
one frame. Next, after selecting the best neighbor, the 
transmitter transmits the frame. This procedure continues 
until the frame reaches the sink. After the sink receives the 
coded frame, it starts to decode and retrieve those blocks 
which had not been properly received in the transmis-
sion stage. Comparing the traditional method based on 
automatic repetition request and the new method based 
on network coding and automatic repetition request in 
the block level indicates that energy consumption in the 
new method is less than that of the old method. This is 
due to the fact that the source only transmits the inac-
curate blocks rather than transmitting the entire frames 
which include errors. As a result, transmitting inac-
curate blocks consumes less energy than transmitting 
the inaccurate frames. For example, as illustrated in 
Figure 3, blocks   and  are inaccurate blocks 
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B1 B2 B3 B4 B5 B6 B7 B8

R1 1 1 1 1 1 1 0 1

R2 0 1 1 1 1 1 1 1

R3
1 1 1 0 1 1 1 1

which were detected by the three nodes  ,   and  
were reported to the source node. 

Figure 3.  An instance of block error pattern, zero value 
indicate error occurrence in the block.

 

B4 B1 B7 B1⊕ B4⊕ B7 

Figure 4.  Data frame format for the first example in the 
retransmission stage.

In case the network coding technique is used, the source 
node can code the blocks  , , and   in the form 
of   ⊕  ⊕   (isolated by the XOR-bit operator). 
Hence, the source node can retransmit the coded block 
along with the blocks  ,  and   in the form of a 
frame. Figure 4 demonstrates the data frame for the men-
tioned example in the retransmission stage.

3.3  Energy Consumption Model
Energy is considered to be one of the highly significant 
parameters in WSNs. The significance of this parameter 
lies in the fact that the energy of sensor nodes is supplied 
by battery and the lifetime of batteries is limited. On the 
other hand, since sensor nodes are distributed in unde-
sirable environments such as forests and desert, access to 
them encounters some problems. Thus, the probability of 
replacing batteries is low. Therefore, in proposing routing 
protocols, energy consumption and consequently net-
work life time should be considered as critical parameters. 

Figure 5.  The flow chart for transmitting a frame by the proposed protocol (BNC).

For efficient transmission of packets with respect to 
energy consumption and network lifetime, the avail-
able energy of the neighbor nodes and the energy 
required for transmitting packets should be considered30.
The energy required for transmitting a K-bit packet to a node 
with the distance d is measured through equation 3 below: 

 

In this equation, d0 refers to the threshold level and its 

value equals fs

mpd
e
e

=0

 elecE  refers to the required 
energy for digital coding, modulation and filtering. 
The energy needed for the receiver node for receiv-
ing a k-bit packet is measured through equation 430:
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Therefore, the total energy required for transmitting and 
receiving a k-bit packet is obtained through equation 5 
below:
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It should be noted that the values of  fse  mpe
 , elecE  are 

constant.

4.  Simulation Results and Analysis
For evaluating the efficiency and performance of the 
protocol proposed in this study (BNC), the researchers 
considered 50 nodes in a square working area with the 
size of 200 m by 200 which is illustrated in Table 1. The 
proposed method was examined and analyzed with 
respect to the following parameters: system output, the 
number of live network nodes, average remaining energy 
of the network and the number of missing nodes. These 
parameters were used to compare the proposed protocol 
with LIEMRO. The simulations were conducted in Matlab 
software and the impact of independent variables such as 
the number of produced packets and their initial energy 
of the nodes were analyzed. In order make the protocols 
comparable, identical conditions were considered for 
both of the protocols. Simulation parameters have been 
mentioned in Table 1.

Table 1.  Simulation parameters

Parameter Value
Initial energy (Jules) 5
Buffer size (packet) 1.000

Simulation time (minute) 10
Network size 200*200
Sink position (200,200)

The number of nodes 50
Radio range (m) 80

The number of actors 20
The radius of the actors (meter) 30

Packet size (bit) 15*103

Eelec 50 nj/bit

100 pj/bit/m2

rmac 5

α 0.8

4.1  System Output
One of the most important parameters for service quality 
is the system output. System output refers to the rate of 
pacckets which are delivered to the sink. In the proposed 
method, network coding technique was used to control 
error in which it is possible to recover the packet in case 
an error occurs. However, in the case of error ocurrence 
in LIEMRO method, it is considered that the whole 
packet is lost. Figure 6 compares the proposed method 
with LIEMRO with respect to the impact of the number 
of produced packets on system output. When the network 
coding technique is used, the increase in the number of 
produced packets does not reduce algorithm efficiency. 
In contrast, in the LIEMRO method, an increase in the 
number of produced packets reduces the algorithm 
efficiency.

Figure 6.  The imapct of the number of produced packets 
on system throuhput.

In the proposed method, in each node, the priority 
is to transmit that type of data which has been sensed 
by the node itslef. In case the node itself has no dat for 
transmitting, the data related to the neghboring nodes 
will be transmitted. However, in LIEMRO method, before 
transmitting data, the route needes to be discovered which 
results in an increase in the network energy consumption 
and if the initial energy of the nodes is low, thye cannot 
receive many packets from the neighboring nodes for 
transmitting to the neighboring nodes. This condition 
results in the loss of the related packets and consequently 
the packet dilevery rate decreases. Figure 7 depicts the 
impact of the initial energy of the nodes on system output 
for both the proposed method and the LIEMRO method. 
As shown in this Figure, By increasing the initial energy 
of the nodes, the system output in the proposed method 
increases more than that of the LIEMRO method.
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Figure 7.  The impact of initial energy of th enodes on the 
system throuput.

4.2  Energy Consumption
Energy consumption used to refer to the consumed energy 
in creating a frame in the source node and also the energy 
consumed in the middle nodes for transmitting packets to 
the sink. The simulation results indicated thatthe average 
remaining energy and the number of alive network 
nodes is higher than those of the LIEMRo method. The 
higher efficiency and lower energy consumption in the 
proposed method is attributed to the use of blocking 
technique which reduces the number of transmissions 
and receptions in the nodes;moreover, in the proposed 
method, there is no need for using route discovery 
before transmitting data which furthr reduces energy 
consumption. Figures 8–11 demonstrate the impacts of 
the input parameters on average remaining energy and 
the number of alive network nodes.

As depicted in Figures 8 and 10, as the number of 
produced packets increases, the averasge remaining 
energy and the number of alive network nodes decreases 
in both methods; this is attributed to the fact that an 
increase in the number of produced packets requires 
more energy consumption which should be used for 
transmitting the packets for from the source node to the 
sink. Moreover, as illustrated in Figure 9 and Figure 11, 
as the initial energy of the nodes increases, the average 
remaining energy and the number of alive network nodes 
increase.

Figure 8.  The impact of the number of produced packets 
on the average remaining energy.

Figure 9.  The impact of the initial energy of the nodes on 
the average remaining energy.

Figure 10.  The impact of the number of produced packets 
on the number of alive network nodes.

4.3  The Number of Missing Packets
An increase in the number of produced packets and the 
tranmission of these packets in the network will increase 
the network traffic. It is obvious that network traffic 
directly correlates with the interference of the packets. 
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Figure 11.  The impact of the initial energy of the nodes on 
the number of alive network.

That is, as the traffic increases, the probability of packet 
interference and consequently, errror occurrence goes up. 
Also, heavy traffic enhances the probabilitiy of data loss 
which is related to the reduction of the remaining energy 
of the nodes. In case, the receiver is not able to recover 
the ocurred error, it is considered that the packetis lost. 
The impact of the the number of produced packets on 
the number of missing packets for bothe the proposed 
methods and LIEMRO is illustrated in Figure 12.

Figure 12.  The impact of the number of produced packets 
on the number of missing.

As indicated in this Figure, as the number of produced 
packets increases, the behavior of the proposed algorithm 
becomes better than the LIEMRO method. The better 
functioning of the proposed algorithm is related to using 
the network coding technique.In those methods where 
network coding technique is not used, , if some part of 
the transmitted packet is destroyed due to any reason, 
then, the packet should be retransmitted. In contrast, 
in methods in which network coding technique is used,

it is possible to recover the main packet even though some 
part of it has been destrouyed. Indeed, on one hand, coding 
the packets in the retransmission phase and, on the other 
hand, using blocking techniique leads to the reduction of 
missing packets in the proposed method. However, this is 
not the case with the LIERMO method which has lower 
efficiency and higher energy consumption.

In case the initial energy of the nodes is high, then, 
the nodes can transmit a higher number of neighboring 
nodes’ packets. This will lead to high network traffic; 
consequently the number of missing packets will increase. 
As demonstrated in Figure 13, the impact of initial energy 
of the nodes on the number of missing packets has a mild 
slope (less sharper slope) in the proposed method than in 
the LIEMRO method. That is, it can be argued that in the 
LIEMRO method, in case the initial energy increases, the 
number of missed packets will increase.

Figure 13.  The impact of the initial energy of the nodes on 
the number of missing packets.

5.  Conclusion 
In the protocol proposed in this paper, data frames were 
divided into blocks and in the case of error ocurrence, 
there was no need to transmit the entire frame; rather, the 
network coding technique was used to retransmit only 
the error-containing block. This procedure minimizes 
the number of transmissions and receptions in the nodes; 
hence, the energy cosnumption decreases. The usage 
of the network coding mechanism results in reliability 
enhancement. The simulation results indicated that the 
proposed method is better than LIEMRO with respect 
to the parameters of reliability and energy consumption.
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