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Abstract

This paper focus on study and analysis of effect of watermarking technique in spatial domain combined with cs theory on
verification and authentication performance of multibiometric system. In presented techniques, watermark fingerprint is
compressed using CS theory before embedding into host biometric. These compressed fingerprint features embed into face
image such that watermarked face image is used for verification and authentication of individual. Compressed fingerprint
features are used for cross verification and authentication of individual. The modified LSB substitution based technique
and modified correlation based technique using WGN combined with CS theory used to secure biometric data at system
database and communication channel between two checkpoints of multibiometric system, respectively. The verification
accuracy of multibiometric system using these watermarking techniques is around 96 % with more computational secu-
rity and high perceptual quality of biometric data. The results show that these watermarking techniques do not have effect
on authentication performance of multibiometric system. The novelty of paper is combined compressive sensing theory
with watermarking technique for security of multibiometric data.
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1. Introduction

In recent years, multibiometric system is used for
recognition and identification of individual because
multibiometric authentication system is overcome disad-
vantages of unimodal biometric system"2. Multibiometric
system is improving accuracy and security compare to
unimodal biometric system?. Multibiometric system
is utilized two or more than two biometric characteris-
tics of individual for verification and authentication® *.
Multibiometric system can be operated into three different
mode like serial, parallel and hierarchical®. Multibiometric
system has more advantages compared to biometric sys-
tem but there are two big issues like template protection
and fusion model associated with designing of multi-
biometric system. For solution of issues like template
protection, digital watermarking technique is a one of
solutions for template protection®.

*Author for correspondence

In this paper, we have study and analyzed two
watermarking techniques combined with CS theory
framework for multibiometric template protection.
These two techniques provided two levels of security to
biometric template at system database and communica-
tion channel between two modules of biometric system.
One biometric template compressed and encoded fin-
gerprint features used as a watermark is watermarked in
face such that watermarked face image is used verifica-
tion and authentication of individual. Here compressed
and encoded fingerprint feature is used for cross verifica-
tion and authentication of individual. For generation of
compressed watermark fingerprint feature, Compressive
Sensing (CS) theory®¢ is used. These sparse measurements
of fingerprint features get after application of Compressive
Sensing theory is encoded in the binary from using uni-
form quantizer and is unique for every individual. These
encoded sparse measurements of fingerprint features
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embedded into the face image of same owner to protect
face template as well as perform the multibiometric opera-
tion. For watermarking, two spatial domain watermarking
technique namely modified correlation based technique
using WGN and modified LSB substitution based tech-
nique combined with Compressive Sensing (CS) theory
framework are presented. The sparse watermarking based
multibiometric system is shown in Figure 1. Here we
used word “sparse watermarking” because in proposed
techniques, we explore sparseness of Discrete Cosine
Transform (DCT) for generation of sparse measurements
of watermark biometric image.

2. Sparse Watermarking
Techniques in Spatial Domain

Digital watermarking is process of embedding digital content
asawatermark into host medium. Digital watermark is used
for ownership and authentication of owner. The standard
watermarking technique having some properties have been
given in papers”®. These properties are:

1. The watermark must be difficult to extract from
watermarked content without introducing degrada-
tion to original content.

2. The watermark must be survived all image process-
ing operations like compression, filtering and adding
noise to watermarked content.

3. An embedded watermark must be imperceptible to
human visual system.

4. For watermarking application to biometric, watermark
must not be detectable by the imposter authorities.

Figure 2 shows proposed watermark embedding and
extraction for multibiometric template protection. Based
on these properties and application to security of large
scale multibiometric system, we have design and analyzed
two watermarking algorithm in spatial domain with
combination of CS theory for multibiometric template
protection namely:

1. Modified Correlation Based Technique using WGN
Signal®
2. Modified LSB Substitution Based Technique'®

2.1 Modified Correlation Based Technique
using WGN Signal’

For watermark embedding, correlation properties of

White Gaussian Noise (WGN) signal as applied to a

biometric image are used’. Encoded sparse measurements

of fingerprint features W (x, y) is embed into original

biometric image B(x, y) according to equation 1:

BW(x’ y) = B(‘x’ y) +N* WSparse(x’ y) (1)

Where Nis noise power of WGN between 1 to 5 dB and
B, (x, y) is the watermarked biometric image.
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Figure 1. Block Diagram of Sparse Watermarking based
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Figure 2. (a) Watermark Embedding (b) Watermark

Extraction.
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For detection of watermark, the encoded sparse
measurements of fingerprint features with same power of
noise and the correlation between WGN signal and water-
marked biometric image is computed. If the correlation
result exceeds threshold value, then encoded sparse
measurements detect and set bit 1 value. After getting
extracted sparse measurements of fingerprint features in
binary form and then applied uniform quantizer to get
actual sparse measurements of fingerprint features. Then
applied cs recovery algorithm namely OMP"' on actual
sparse measurements to get reconstructed watermark
fingerprint image at detector side. This technique used
for template protection against modification attack at
communication channel between two modules of multi-
biometric system.

Figure 3 shows the original face image, watermark
fingerprint image'®, watermarked face image and recon-
structed fingerprint image using OMP CS recovery
algorithm after extraction and decoding with PSNR value
40.18 dB and SSIM value 98.89 %.

2.2 Modified LSB Substitution Based
Technique'

For watermark embedding, two Least Significant Bits
(LSB) of particular block of host face image is modified
by encoded sparse measurements of fingerprint features
and generated watermarked face image. For detec-
tion of watermark, two Least Significant Bits (LSB) of
watermarked face image take and reshape into extracted
sparse measurements of fingerprint features from this LSB.
Then compute BER between encoded sparse measure-
ments and extracted sparse measurements. If BER value is
equal to zero than applied uniform quantizer on extracted
sparse measurements to get actual sparse measurements
of fingerprint features. Then applied cs recovery algorithm
namely OMP" on actual sparse measurements to get
reconstructed watermark fingerprint image at detector
side. If BER value is greater than zero then watermark fin-
gerprint image cannot reconstructed from its extracted
sparse measurements. This technique used for template
protection against spoof attack at system database of
multibiometric system.

Figure 4 shows the original face image, watermark
fingerprint image'®, watermarked face image and
reconstructed fingerprint image using OMP CS recovery
algorithm after extraction and decoding with PSNR value
68.63 dB and SSIM value 99.70 %.
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Figure3. Results of Modified Correlation Based Technique
using WGN.
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Figure 4. Results of Modified LSB Substitution Based
Technique.
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3. Effect of Sparse Watermarking
Techniques on Multibiometric
System

In any multibiometric authentication system, two
procedures are very important like verification and
authentication of individual. The performance of mul-
tibiometric system is measured based on these two
procedures. So design any template protection technique
such that it is should not degraded performance of these
two procedures. We have check performance of multi-
biometric authentication system is change or nor due
to these proposed watermarking techniques. In order
to showcase the effect of these proposed watermarking
techniques on multibiometric system, we use face match-
ing algorithm developed in'> "> and fingerprint matching
algorithm developed in'* . We selected these algorithms
because output of these algorithms give Euclidean distant
between test biometric image and its closest match in the
system database.

3.1 Effect of Modified Correlation
Based Technique using WGN on
Multibiometric System

In this section, we have given analysis of effect of
modified correlation based technique using WGN
on authentication and verification accuracy for face
and fingerprint system of multibiometric system. For
authentication and verification performance of face sys-
tem, we stored 160 watermarked versions of authentic
face images in a database and used 160 authentic face
and 160 fake face images as query images to the data-
base. For authentication and verification performance
of fingerprint system, we stored 160 reconstructed
watermark versions of authentic fingerprint images
in a database and used 160 authentic fingerprint and
160 fake fingerprint images as query images to the
database.

From the obtained
algorithm'> " based on various thresholds, we have calcu-
lated four probabilities with named like FRR-F, FRR-WF,
FAR-F and FAR-WF and based on these values, plot
Receiver Operating Characteristics (ROC) curve for face
system of modified correlation based technique using
WGN as shown in Figure 5.

Based on chart in Figure 5, we have selected thresh-
old value is 1500. Distance between fake face images

result using matching
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computed with watermarked face image in system
database. The average distance is 6659.27 which are
greater than selected threshold value. Also compute dis-
tance between authentic face images with watermarked
face images and average distance between them is 492.56.
Since the distance between watermarked face image and
authentic face image is less than threshold show that
face system unaffected by modified correlation based
technique using WGN. These results are summarized
in Table 1.

From the result obtained using matching algorithm'* >
based on various thresholds, we have calculated four prob-
abilities with named like FRR-FP, FRR-WFP, FAR-FP
and FAR-WFP and based on these values, plot Receiver
Operating Characteristics (ROC) curve for fingerprint
system of modified correlation based technique using
WGN as shown in Figure 6.

ROC for Face System of Modified Conelation Based Watermarking Technigue
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Figure 5. Roc Curve of Face System for Modified
Correlation Based Technique Using WGN.
Where, FRR-F = FRR without Watermarking, FRR-WF = FRR with

Watermarking, FAR-F = FAR without Watermarking, FAR-WF =
FAR with Watermarking

Table 1. Average Distance between Watermarked,
Authentic and Fake Face Images (for 160 Images)

Average Distance Average Distance ~ Threshold
between Watermarked  between Watermarked

and Authentic Face and Fake Face Image

Image

492.56 6659.27 1500
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Based on chart in Figure 6, we have selected threshold
value is 1000. Distance between fake fingerprint images
computed with reconstructed fingerprint image in sys-
tem database. The average distance is 1203.42 which
are greater than selected threshold value. Also compute
distance between authentic fingerprint images with
reconstructed fingerprint and average distance between
them is 732.25. Since the distance between reconstructed
fingerprint image and authentic fingerprint image is less
than threshold show that fingerprint system unaffected by
modified correlation based technique using WGN. These
results are summarized in Table 2.

Equal Error Rate (EER) difference for face system
using ROC Curve shown in figure 5 is 1 % using water-
marking and without watermarking. Equal Error Rate

ROC tor Fingerprnt System of Modified Conelation Based Wateimarking Technique
1 T T T -
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Figure 6. Roc curve of fingerprint system for modified
correlation based technique using WGN.
Where, FRR-FP = FRR without Watermarking, FRR-WFP = FRR

with Watermarking, FAR-FP = FAR without Watermarking, FAR-
WFP = FAR with Watermarking

Table 2.  Average distance between watermarked,
authentic and fake fingerprint images (for 160 Images)

Average Distance Average Distance ~ Threshold
between Reconstructed  between Reconstructed
Watermark and Watermark and Fake

Authentic Fingerprint Fingerprint Image

Image

732.35 1203.42 1000
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(EER) difference for fingerprint system using ROC
Curve shown in figure 6 is 0.4 % using watermarking and
without watermarking. Based on results shows in figure
5 and 6 that ROC curve of FAR and FRR values of face
and fingerprint systems with watermarking is same as
ROC curve of FAR and FRR values of face and finger-
print systems without watermarking which is indicated
that modified correlation based watermarking technique
using WGN fulfilled the criteria of template protection
technique.

For verification performance of multibiometric system,
we have calculated verification accuracy of original host
face image, verification accuracy of original fingerprint
image, verification accuracy of watermarked face image
and verification accuracy of reconstructed fingerprint
image using equation described in'¢. The verification accu-
racy of face recognition'>"* is 96.25 % on original test faces
and verification accuracy of fingerprint recognition®' is
99.38 % on original test fingerprints. In modified correla-
tion based technique using WGN, the verification accuracy
of face recognition and fingerprint recognition is 94.38 %
(after watermarking) and 88.13 % (after reconstruction)
respectively. An overall verification accuracy of 96.69 %
was achieved for modified correlation based watermark-
ing technique using WGN based multibiometric system
with compression of template and enhanced in template
security.

3.2 Effect of Modified LSB Substitution
based Technique on Multibiometric
System

In this section, we have given analysis of effect of modified
LSB substitution based technique using WGN on authen-
tication and verification accuracy for face system of
multibiometric system. Here we have not performed authen-
tication and verification accuracy for fingerprint system
because fingerprint is reconstructed when no attack applied
on watermarked face image. Without attack, authentication
and verification accuracy for fingerprint system using this
watermarking technique is almost 100 %.

For authentication and verification performance
of face system, we stored 160 watermarked versions of
authentic face images in a database and used 160 authen-
tic face and 160 fake face images as query images to
the database. From the result obtained using matching
algorithm'>" based on various thresholds, we have calcu-
lated four probabilities with named like FRR-F, FRR-WFE,
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FAR-F and FAR-WF and based on these values, plot
Receiver Operating Characteristics (ROC) curve for face
system of modified LSB substitution based technique as
shown in Figure 7.

Based on chart in Figure 7, we have selected threshold
value is 750. Distance between fake face images computed
with watermarked face image in system database. The
average distance is 2275.61 which are greater than
selected threshold value. Also compute distance between
authentic face images with watermarked face images and
average distance between them is 90.75. Since the dis-
tance between watermarked face image and authentic
face image is less than threshold show that face system
unaffected by modified LSB substitution based technique.
These results are summarized in Table 3.

ROC for Face System of Modified LSB Substitution Based Watermarking Technigue
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Figure 7. Roc curve of face system for modified LSB
substitution based technique.
Where, FRR-F = FRR without Watermarking, FRR-WF = FRR with

Watermarking, FAR-F = FAR without Watermarking, FAR-WF =
FAR with Watermarking

Table 3. Average distance between watermarked,
authentic and fake face images (for 160 Images)

Average Distance Average Distance ~ Threshold
between Watermarked ~ between Watermarked

and Authentic Face and Fake Face Image

Image

90.75 2275.61 750
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Equal Error Rate (EER) difference for face system using
ROC Curve shown in Figure 7 is 0 % using watermark-
ing and without watermarking. Based on results shows in
Figure 7 that ROC curve of FAR and FRR values of face
systems with watermarking is same as ROC curve of FAR
and FRR values of face systems without watermarking
which is indicated that modified LSB substitution based
watermarking technique fulfilled the criteria of template
protection technique.

For verification performance of multibiometric
system, we have verification accuracy of original host
face image and verification accuracy of watermarked
face image using equation described in'®. The verification
accuracy of face recognition'>"* is 96.25 % on original test
faces. In modified LSB substitution based technique, the
verification accuracy of face recognition is 96.25 % (after
watermarking). An overall verification accuracy of 96.25
% was achieved for modified LSB substitution based tech-
nique based multibiometric system with compression of
template and enhanced in template security.

4. Conclusion

The study proposed two new biometric watermarking
techniques for improving security of multibiometric
authentication system. This paper presented two water-
marking technique in spatial domain combined with CS
theory for protection and authentication of multibio-
metric template. The proposed watermarking techniques
provide security to biometric template at system database
and over communication channel of biometric system
against spoofing and stolen attacks. The verification
accuracy of multibiometric system with modified corre-
lation based technique using WGN is found to be 96.69
% and with modified LSB substitution based technique
it is found to be 96.25 %. The payload capacity of pro-
posed watermarking techniques obtained due to cs
theory better than existed watermarking techniques in
literature.
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