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Abstract: The use of distributed systems by enterprises
and academics has increased exponentially in recent
years. This paper concentrates on the advantages and
disadvantages of implementing Service Oriented
Architecture in educational institutions and the associated
security issues.
Introduction

Today’s computer world is mostly operating around
the resources. As the number of services and the
demand for the same increases, sharing of resources and
services has become highly important. The Service
Oriented Architecture (SOA) is an initiative for resource
sharing and optimum service utilization. The concepts
embodied by service-orientation are evolved out of long-
standing efforts to modularize and distribute
complex computer systems that reflect and
support the reality of the distributed

database, as per its own specific requirements.
Working scenario

As the data is shared among the various users, it has
to be stored in a centralized data storage that can be
assessed by all. As the same database is shared among
various users, appropriate data filters are needed which
will channelize only the relevant data as required by
every specific user (Shailaja Shirwaikar & Vidhubala
Sridhar, 2008). These data filters are nothing but a set of
procedures required to invoke the data as per the specific
requirement of each and every users. As soon as the
service is invoked, the corresponding application will run
and the data filters will ensure that the user will receive
only the relevant and appropriate data as needed. For

Fig. 1. The working scenario of SOA with educational institutions

business world. As the reusability need for
the database increases, the importance of
the service distribution also increases.

SOA with educational institutions
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Recent years witness many innovative
practices in educational systems all around
the world. The virtual learning and e-
learning are the known examples. As the
service utilization increases among the
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organizations, the importance of SOA has
tremendously increased. There are several
services, which can be kept common with in
the educational institutions viz. library,
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projects, placement services etc. This will

avoid unnecessary duplication of the databases at
multiple locations. Even though the method of invoking
the services varies, the bases for these services are
always centered on the student details such as: 1)
admission, 2) library access, 3) examination and 4)
placements. These services will be accessed by different
users at different levels. Each and every user will have
different level of information requirement and may have
their own applications to invoke
the data. However, it is crucial to
have a common interface
through which the users can
interact with each other in an
effective manner. This  will
minimize the redundancy of
different applications available
with various users. With the help
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Fig.2. Role of SOA

example, the criteria for placement of a student will be the
completion of his/her course, whereas the criteria for the
library will be his enrollment in the course. Both the
procedures will navigate the same database for its data
retrieval. Fig.1 explains the working scenario of SOA with
educational institutions.

Fig.1. contains four different services with their own
procedure defined. All the four services are accessing the
centralized data storage. This system will start functioning
with the implementation of
web services with the same.
Role of SOA

SOA plays three main
roles as: 1) Service Provider
which creates a Web service
and possibly publishes its
interface and access
information to the service

Publish

p| Service provider

of this, an enterprise can
retrieve the relevant information
it required, from the common
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registry, 2) Service Broker,
also known as service
registry, is responsible for
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making the Web service interface and

Fig.3. SOAP messages
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and in turn each course contains its

implementation access information own database with its own access
available to any potential service methods. If we consider a single entity
requestor. The implementer of the Web i« > Web - Arts, Science & Commerce College,
broker decides about the scope of the [ services Server the student database is the common

broker and 3) Service Requestor or

property, which will have a different

Web service client locates entries in the —¥— access pattern within itself with various
broker registry using various find < SOAP Messages/ HTTP > streams.

operations and then binds to the service - Student database is a common
provider in order to invoke one of its binding database, which is accessed in a

Web services. Fig.2 explains the way
the services are published with the service registry
(James Phelps & Brain Busby, 2007).
SOA and web services

As the services are described initially within the
modules, then it can be extended and launched beyond
boundaries with the help of web services. The data can
be centrally stored and the access will be made through
SOAP messages (Fig.3). The services and its associated
procedures are wrapped together and will be published
in the service registry by the service providers. The
services can be invoked by the

Table 1. Students data base

different ways with different courses
within the same institution (Table 1).

As the number of institutions attached varies, then the
complexity of the data handling will also increase
considerably. Each and every query will navigate through
the entire database and the resultant data will be
identified. The better way to bring out a seamless data
base architecture among these applications will be the
SOA with the web services (Fig.4).

With the help of web services, the data among the
various institutions of disparate in nature can be brought
into a single place and the required

end users (service consumers) by | Course Admission _ data can be accessed in a way the
using various web protocols | Science Students with minimum 50% | user requires without affecting
messages, which in turn will locate and Maths as a subject __ each other. All institutions can
the service in the registry and [ Commerce | Students with minimum 45% __| store the data in a single data
invoke the procedure through the | AMS Sti‘hdems "t‘)’!th tm'n'm”m 40% | \arehouse with its own access
provider. In the above-mentioned - Wi any stbjec pattern bundled with the same.
. . Service------------ Admission ) .
example, three different services The service brokers like
. . Backend------------ Student database .
and its procedures to invoke the  consumers——---——- Students of Arts, Mmiddleware can be approached to

data are registered into the service
registry and the end user (service
consumer) can be a student or a teacher or an office
administrator (Mohan, 2002).

An Internet web server hosts each web service’s
Unique Resource Identifier. SOAP messages, which are
typically HTTP binding, can be used to define the
services.

Institutional benefits

The educational institutions cannot truly capitalize on
an application’s process benefits without a well-
integrated, networked software infrastructure. Application
middleware enables this integration, pushing applications
out to distributed environments and unleashing the
domain-specific value of each application.

Science & Commerce

Fig. 4. SOA with the web services

identify the required service from

the registry.
Reusability: The service can be reused several times by
different users in different situations. As the services are
spread across the systems, it can be utilized many times.
In the case of the captioned model, for example, the
examination module may be accessed by the student or
the office administrator in different situations. The data
will be provided to individual user in a way they prefer.
Multiple users with different priorities can use the same
applications and the data. This kind of sharing may
minimize the redundancy of applications and data
storage.
Interoperability: In general, each and every user may
develop their own unique applications as per ones
specific needs. For example, the library module may be
developed in Visual
Basic with Microsoft.
The office module may
be developed in JAVA
which is supported by
Sun  Micro  System.
When the services are

Case analysis
The sample
considered for  the
analysis is South Indian
Educational Society
(SIES), which contains
various 50 different
courses and different
branches within INTEREACE

SINGLE SIGM Ol BEROWWSER

shared among the users

Maharashtra. Each and
every institution contains

ADMIZSZI0OR

several different courses
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in an enterprise, the

compatibility  problem

HRRARY may occur. In other
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words, each and every application will have its own

limitation in working in different platform. This problem

can be overcome by using the common interface like JNI.

Here the web service brokers are getting the importance.

The brokers will provide the common interface by which
Fig.5. Working scenario of interoperable system
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regardless of the kind of devices they use like laptops,
PDA devices or WiFi networks to any locations including
beyond the campus walls. This will help the educational
institutions efficiently by providing efficient data transfer.
With the above-mentioned case the same courses are

conducted in various locations with the same

LEFa BT CFFICE X4 MITATION institutions. With the extent of handheld devices
MODULE APPLICATION WET the data is not required to be carried every time
VIEUALBASIC T4 VA with a storage device. By using the Wireless
[STasban IERFACE STANDARD[MTERFACE | | STANDART INTERFACE| network access the data can be accessed
immediately without any destruction. The mobility
| ENT ERPRISE PR OCES SING APPLICAT ION | of the data will become easy and accurate (XML
Journal on Immediate Online Access” dated 01-
|srmm:>1mERFM:E ST AHLWATFD [NTERFACE ” ST AHDART INTERFL COF | JUL—2003)

ATHMISSION Findlings _
WEE PM%WT Fgﬁ?ﬁﬁgﬁ With the sample considered above, as an
APRLICATION initial process the applications can be prepared

all the systems can find its own comfortable platform to
work with and the request and reply will go through. This
common interface will take care of the compatibility. Fig.5
explains the working scenario of the interoperable
system, which is going through the standard interface.
Each and every application access to the centralized
storage is going through the brokers like CORBA, which
will take care of the compatibility issues (XML Journal
Publication Date: 01-JUL-03).

Cross enterprise integration: Besides providing the cross
platform support within the organization, the benefit of the
service orientation can also be extended to another
organization, which will have similar needs & working
methodology. This can ensure fast and seamless
collaboration with different users. As the extent of
collaboration with foreign universities are increasing as
never before, the service orientation will facilitate the
ease accessibility of books and course details between
foreign and indigenous universities. This kind of cross
platform communication can be enhanced with the help of
web services.

Fig.6 represents the concept of cross enterprise
integration graphically. The universities are linked with
the central e-libraries, which will provide the references
and the projects to the students across the institutions
wherever it is placed. Once the university education is
completed, the student’s results details will be linked with
the placement agencies and the appropriate placement
options will be made available to the students. This

separately for each process like admission,
examination, timetable, teaching plans, online quiz etc.
Then the same can be encompassed into a portal
developed with PHP and MySql as a backend to provide
the cross platform support.

This architecture has been implemented within four
different institutions as a sample and demonstrated to
different types of users (students, faculties, office staff
etc). The benefits were analyzed by taking 30 users in
each category under the parameters like simplicity,
efficiency, throughput, and accuracy, cost effectiveness
etc (Fig.7).

When it was registered with the registry and launched
as service (Java Eclipse) using web service connectivity
the following benefits could be justified.

1. Reusability - Once developed can be adopted
by similar users at different ends.

2. Multiple client support - Different types of
consumers like teachers, students, and staff
can have the access with similar services.

3. Higher Availability - Because of location
transparency, multiple servers may have
multiple instances of a service running on
them. If a network segment or a machine goes
down, a dispatcher can redirect requests to
another service without the client's knowledge.

4. Interoperability - The applications and the
database is platform independent.

5. Time and Cost - It provides a good Return On

seamless flow of information ) o ) Investment (ROI)
ensures that only the relevant Fig.6. the concept of cross enterprise integration because of its
information is available exactly ——— reusability with various
when and where it is needed. - T modules. The processing time
SOA with wireless handheld il is also limited because of the
devices . - =i accession procedures are also

With web services, data can  [Educational : P — -} | ¥ 4 bundled with the same services
be dynamically brought forth [Institutions pr— and the middleware is prpviding
from various applications and Ents Related the aids to convert and identify
enterprise  databases, and Integration Processes the services from the registry.
streamed to campus users Modules
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Limitations

Even though the above-mentioned advantages and
the benefits are achieved by the service orientation with
educational institutions, various shortcomings are also
noted with the same. The middleware issues, security
issues are some of the main drawbacks.
Middleware issues

The middleware are wused to provide the
interoperability at different levels. This can be purely
data-centric, process-based, or policy interoperability.
Then the process of interoperability will be simple. But
generally the interoperability is a combination of all the
three things mentioned above. In the proposed model
also requires the same level of interoperability. Because
the policy, data, procedure is shared among the services.
The service-oriented architecture with the web services is
completely depending on the common interface by which
the interoperability among the applications achieved.
Even though the middleware is supporting various
different platforms, the Microsoft products are not
completely supported by the common interface like JNI.
To overcome this kind of problems the open sources are
providing the better solutions. The applications developed
with Microsoft platform can be supported by the open
source databases like MySql as a backend, which will
provide the compatibility among the applications. This
problem can be solved in another way by using hand held
devices in the accessing process. The data stored in the
centralized storage can be accessed by using PDA
devices. The integration problem with SOA can be largely
solved by using open source applications (Prakasha,
2008).
Compatibility with legacy systems

Normally the educational institutions will prefer to work
with its own standalone applications with own
specifications and modifications. The integration and the
application distribution will be costly and complex for the
normal users to deal with. Indian educational system is
highly conventional which is mainly depending upon the
policies and the grants from the government. Even
though the process of globalization has created an
importance for the virtual and e-learning models, the
reach of this technology to the rural areas are always
debating.
Security issues
Authenticity: As the services are spread across the
systems the authenticity of the users will be a difficult
problem. When the individual users are operating then
the entry point to the application and the data will be
single. In the SOA architecture the applications are
shared by multiple users, which in turn will have multiple
entry point will introduce the authenticity problem.
Privacy: Even though the data is accessed based on the
individual procedures, multiple users access the common
base. This kind of accessing method may question
privacy of the data. The individual data protection will be
a general with this kind of service orientation. Generally
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the security policies are coming with two common
properties such as the purpose of identification and
limiting the use, disclosure and retention.
Conclusion

This service orientation with the educational
institutions will be highly beneficial in such a way that it
can provide data rich, platform independent, services.
Even though certain shortcomings like middleware issues
and the security problems are present with the current
scenario, this can be improved in the future. This will
definitely bring out a new progress in the educational
field.

Performance Analysis{In percentage}
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