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Abstract

Objectives: Recognition and Handling of Insider and Outsider DDoS attacks are very important in WSN. Various schemes
have been proposed in the past to fight against DDoS attacks in WSN. But they have either used a complex approach for
recognizing the attack or they were not able to handle the attack efficiently after recognizing it. The presented method has
followed a simplified and effective approach to recognize and handle the DDoS attack. Methods: In this paper two methods
have been introduced, Authentication method is based upon a mathematical formula which is only known to legitimate
nodes in the network. In data filtration method, each node in the network checks the input data volumes coming from
other nodes against a threshold value to find the traffic abnormalities. Both these methods are simple and can be deployed
at every node in the network. Findings: The results have been verified using the Network Simulator 2 (NS2) on various
performance metrics i.e. throughput, delay, lost packets, energy consumption and PDR. It has been observed that fixing
the threshold value results in recognition of attack at very early stages and blocking the communication with the attacker
results in saving approx 56% energy of the network.. The threshold value can be decided as per the bandwidth usage
that may vary in different applications. Improvements: The data filtration method can be enhanced in future by using

historical methods so as to analyze and mitigate other severe attacks like blackhole and sinkhole attacks.
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1. Introduction

Wireless Sensor Network (WSN) is a network of spatially
distributed autonomous sensors that cooperatively pass
their data to the main location called base station. WSNs
are emerging at a great pace due to their cost effective
solutions for the sensitive and remote applications like
military, medical and environmental applications'.
But, due to limited range, memory, processing and
power supply, gathering of important remote data from
wireless sensors is really challenging. The use of ad-
hoc network and radio waves for data transmission has
increased the chance for attackers to attack on such
networks®*. Keeping in mind the limited battery power
of nodes, implementation of various security methods
like authentication, encryption, jamming detection and
DDoS attack recognition and handling etc is one of the
important concerns in WSN.

* Author for correspondence

Denial of service (DoS) is a type of attack in which
attacker launches by overwhelming the legitimate
node with continuous route request (RREQ) packets
or continuous stream of data so as to make its services
unavailable to other legitimate nodes. All the legitimate
node’s resources become busy in replying to RREQ packets
or receiving high volume data packets from attacker thus
leading to drainage of its battery very soon’. Distributed
Denial of Service (DDoS) attack is same as DoS attack
but with traffic from multiple directions are involved
resulting in more severe attack. Due to battery constraint
and limited resources, DDoS attack has become a major
threat for WSN nodes. DDoS attacks can drain the whole
battery for bunch of nodes which can make a segment of
network totally disconnected with base station.

Generally, attackers in WSN can be described in
two ways i.e. 1) Outsider Attackers who have little or
no secret information about the network. 2) Insider
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Attackers who have all the secret information of network
and are legitimate part of the network. Outsider attackers
attack the WSN by a) Passive attack ie. via connecting
to appropriate frequency and getting all important
information without causing any harm to data. b) Active
attacks like jamming the network®, collision attacks,
replay attack, authentication attacks etc. Insider attackers
can attack the networks more severely. As being the
legitimate node of the network, insider attacker can
directly communicate with other reachable nodes of the
network. Insider attacker can also manipulate the data
easily before sending it to other nodes of the network.
In the research paper we have tackled both inside and
outside DDOS attacks. Following are some of the related
work and references that have been observed carefully in
order to accomplish this research work.

In’ have followed a probabilistic approach to mitigate
the DDOS attack by calculating the receiving rate of
intermediate nodes. It slashes the sending rate if receiving
rate is found abnormal. Using PPFS mechanism, packet
flow rate is reduced which gradually reduces the flooding
of packets from attackers. The proposed mechanism
however does not eliminate the attack completely but is
the first step to handle the attack, buffer mechanism to
discard the packets from attackers after certain limit has
been proposed for future work.

In® has followed a scheme to detect DDOS attacks in
early stages in order to prevent the resources from getting
wasted. They divide the network into grids and deploy
the examiner nodes, if any node sending data at faster
rate, then its PDR will be compared with the neighbor
node by the examiner node as examiner node has all
the information of nodes present in its grid. If PDR is
abnormal then that node will be marked as malicious and
the network will stop communicating with that node.

In® has described the various types of DOS attacks and
also various defense mechanisms to tackle them in WSN
at different network layers. They concluded that majority
of the attacks in WSN can be prevented by authentication
and anti replay mechanism, other methods also exists to
detect and recover from attacks but they can be defeated
by some counter mechanism, so the reason to find some
concrete solutions to overcome from DOS attacks in
WSN.

In' has described a method to tackle a selective
jamming attack in TDMA based WSN. Attackers can
easily disrupt a particular service of a particular node in
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TDMA based network. It is also hard to detect this kind
of attack as compared to wide based jamming attack. The
method described by author is to randomly change the
time slots for the nodes based on the local information
thus following self adaptive solution and allowing the
nodes to join and leave the network without hindering
other nodes activities. They force the adversary to attack
randomly and reduce its effectiveness to 1/N where N is
the total number of slots in the network. Author proposes
some future work in case when multiple nodes want to
join the network at same time.

2. Methodology

In this paper we have presented authentication method
and data filtration method to tackle both outsider and
insider DDoS attacks. Authentication is the best way to
keep the outsider attackers stay away from the network'-".
Route request flooding (outsider attack) is one of the
frequent attacks in WSN because attackers attack the
legitimate nodes by bombarding the route request or
authentication packets in the network; in that case data
filtration method plays an important role to prevent this
attack. Insider attacks are also frequent in WSN because of
their deployment in remote areas with lesser maintenance
and thus leading to node capturing. Insider attacks can
also be prevented by the data filtration method.

2.1 Two Way Authentication Method

In this paper a method is introduced in which a node
will only be able to communicate with other node in the
network if they have the shared secret of the network.
For this, each node generates hash answer key for some
random seed using the shared secret and send it to other
node for authentication. Other node verifies this secret
information and vice versa. A specific bit pattern is also
decided for route requests i.e. REQ(11) and route reply
i.e. REP(22).

2.1.1 Authentication Algorithm

1) Node A sends REQ(11) + RREQ to Node B.

2) Node B generates a random seed and send [REP(22)
+ SEED(B) + HASH(ANSWER(SEED(B)))] to Node A.
3) Node A uses Node B seed to generate hash answer key
at its end and match it with the one that came from Node
B.
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4) If Auth == Success then Node A sends [REP(22) +
SEED(A) + HASH(ANSWER(SEED(A)))] to Node B.

5) Node B authenticate Node A same as STEP(3).

6) If Auth == Success then Node B update its routing table
and start receiving data from Node A.

7) If TIMER(NODE A) expires, Repeat STEP(2) to
STEP(6).

FUNCTION ANSWER(SEED)

1) ANS = SIN(SEED) * COS(SEED) * LOG10(SEED)

2) ANS=- ANSIF ANS<0

3) ANS = ROUND(ANS*1000)

4) RETURN ANS

2.2 Data Filtration Method
For recognition of insider and outsider DDoS attacks,
each node in the network checks the input data stream
coming from other nodes of the network. The individual
data volumes are then scanned against a threshold value
to recognize the attacker(s). As every node in WSN
has data communication rate within a limited range,
a threshold value can be decided as per the application
requirement. If any node is found with data transmission
exceeding that threshold value then that node will be
considered as attacker node and all the communication
from that particular node gets blocked by other nodes
in the network. Figure 1 represents the data filtration
flowchart.

The explanation of data filtration method is logically
divided into following:
o I Data Filtration Algorithm and Flowchart
o II. NS2 Implementation
o III. Graph Analysis and Results

yes No
Node X == Authenticated Node

Check RREQ Rate ?
No
Data Rate (Node X) > Threshold
Accept Data &
Forwarded

Figure 1. Data Filtration Flowchart.

‘Check Data Rate Node X ?

yes

Block Node X by Node Y
and inform all neighbours
about it
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2.2.1 Data Filtration Algorithm

1) Node X send some data to Node Y.

2) If Node X == Authenticated Node and Node Y ==
destination node, then Node Y check data rate of Node X.
3) If data rate Node(X) > Threshold Limit, then
communication from Node X gets blocked.

4) Node Y informs all the neighbour nodes about this
attack.

5) If Node X != Authenticated Node, Node Y checks its
requesting rate, if it is exceeding the threshold limit, then
Node X also gets blocked in this case.

6) Else Data from Node X is accepted and forwarded to
destination or the base station.

2.2.2 Implementation using NS2

Data filtration method for detecting insider and

outsider DDoS attacks has been implemented using ns2

simulator'* with AODV'3!¢ as routing protocol for WSN
nodes, implementation details as shown in Table 1. Table

2 represents the node communication details under the

simulation.

In Table 2, N represents the normal nodes, I-Attackers
represent the insider attackers in the network and
O-Attackers represent the outsider attackers in the
network. Normal nodes send their data to the gateway
nodes 10, 20 and 30 respectively. In this simulation both
outsider attackers and insider attackers try to bombard
the packets either to the normal nodes or to the gateway
nodes between 30 to 70 seconds. Nodes which are attacked
by the attackers get busy in receiving the packets from
the attacker and the normal functioning of the network
get degraded. Figure 2 represents the network animator
screen-shot.

In the simulation there are two switches one is attack
switch and second is control switch. There are two kinds
of nodes under simulation, one is normal node and
another is attacker node. Following are the three modes
of operations:

o Normal Mode: In normal mode, attack switch is
off and attackers are inactive, all the normal nodes
operate within the threshold limit of the network. The
simulation is done under the normal circumstances.

o Attack Mode: In attack mode, attack switch is on,
and attacker nodes are active. Attacker nodes attack
the normal nodes by sending high volume of data.
Here control switch is off hence no filtration of data
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is done and attacker has the ability to degrade the

Table 2. NS2 Node Communication Details

performance of the network. Sender Node Receiver Node Data Rate
o Control Mode: In the control mode, both attack 1,2,3,4,5,6,8 (N) (Green) 10 (Blue) 1 KBPS

switch and control switch are on, and hence data 11,12, 13, 14,15,16,17, 19 20 (Blue) 1 KBPS

filtration is active under the node. In this case node (N) (Green)

has the ability to recognize the attack and block the 21,22,23,24,26,27,29 (N) 30 (Blue) 1 KBPS

attacker node. (Green)

7,9 (I-Attackers) (Red) 10 (Blue) 40 KBPS

e : ‘ . ‘ == ‘ = ‘ﬁ‘ 18 (I-Attackers) (Red) 20 (Blue) 40 KBPS
B ~ ~ — N n 25, 28 (I-Attackers) (Red) 30 (Blue) 40 KBPS
% / 7 \ / A \ 31, 32, 33 (O-Attackers) 6,19, 30 (re- 40 KBPS
o / 9 f\\\ \\@ / . } (Yellow) spectively)

2.2.3 Performance Metrics

The network performance has been analyzed based upon

following parameters:

o Throughput:: Number of packets sent per unit time.
It is measured in kbps.

o PDR (Packet Delivery Ratio): It is defined as the

Tlll\‘\H\‘IIII‘H\H\IIII‘H\\‘\\II‘II\H\HII‘II\\‘\\\I‘IIII\\\H\iIIII‘HH‘IIII‘I\H\HIII‘I\\\‘\\II‘IIH\H\\Iilll\‘\H\‘IIII\\mi\\H‘\III‘IH\H\\II‘IIH‘H\I‘III\H\HI‘IIII‘\H\‘IIII‘H\H\IIII‘IH\‘\\II‘II\H\HII‘II\\‘\\H‘IIII\\\H\iIIII‘HH‘\III‘I\H\HIII‘I\\\‘\\II‘III\\H\\Iilll\‘HH‘IIII‘HHHIIII‘H ratio Of number Of paCketS Sent by Sender nOde tO

i the number of packets successfully received by the

receiver node.

Figure 2. Network Animator Screen-shot. o Lost Packets: Number of packets that get lost during

Table 1. NS2 Implementation Details the communication between sender and receiver.
NS2 Version 2.35 Transmission 250 m o Delay: It is defined as the average time taken by
Radius the single data packet between the source and the
Energy Model = Energy  Initial Energy 1000 J destination.
Model o Energy Consumption: The amount of energy in
Ideal Power 0.2 Receiving 0.3 joules that get consumed during the operation of the
Power network.
Transmission 0.4 Sleep Power .01
Power
Transition 0.1 Number of 33 3. Research Results
Power Nodes
Simulation 100's Simulation Normal, At- When simulation is performed under control mode i.e.
Time Modes tack, Control when both attack and control switches are on and attack
Gateway Nodes  10,20,30  Attacker Nodes  7,9,18,25, starts at time t = 30 second, attackers are detected one
(Blue) 28,31,32,33 by one and get eliminated from the system very quickly
Normal Data 1kbps/ Time of Attack From 30 sec to thus preventing the loss of packets in the communication.
Rate / Attack 40 kbps 70 sec Figure 3 represents screen-shot of terminal view when
Rate simulation is undergoing process. Attacker nodes 18,
Routing Pro- AODV 31, 32 and 33 are detected at time t=40 seconds, attacker
tocol node 9 is detected at time t=45 seconds, attacker nodes
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ti nd
lAttack Detected on Node 20 by Node 18
Blocking the node 18
It time 40 second
lrttack Detected on Node 6 by Node 31
Blocking the node 31
It time 40 second
lrttack Detected on Node 19 by Node 32
Blocking the node 32
It time 40 second
lattack Detected on Node 30 by Node 33
Blocking the node 33
At time 45 second
lrttack Detected on Node 18 by Node 9
Blocking the node 9
At time 50 second
lrttack Detected on Node 10 by Node 7
Blocking the node 7
At time 50 second
Irttack Detected on Node 3@ by Node 25
Blocking the node 25
It time 50 second
lttack Detected on Node 30 by Node 28

Figure 3. Terminal View Screen-shot.

7, 25 and 28 are detected at time t=50 seconds. So all the
attacker nodes get blocked by the time t=50 seconds and
results can be seen clearly in the graph deviations at time
t=50 seconds.

Figure 4 to Figure 8 represent the different graphs for
various performance metrics. All the simulation results
under different modes of simulation (Normal mode -
Blue Color, Attack mode — Red Color and the Control
mode - Orange Color) have been combined for each
performance metrics. The deviation of the orange curve
from red curve in each graph shows the effectiveness of
the data filtration approach.

Table 3 provides the values of various performance
metrics under different modes at time t = 80 seconds i.e
20 seconds before the end of simulation.
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— Attack
- Control
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Figure 4. Average Throughput Graph for Normal, Attack
and Control Mode.
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Figure 5.  Average PDR Graph combined for Normal,
Attack and Control Mode.
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Figure 6. Lost Packets Graph combined for Normal, Attack
and Control Mode.
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Figure 7.  Average Delay Graph combined for Normal,
Attack and Control Mode.
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Figure 8. Average Energy Consumption Graph combined
for Normal, Attack and Control Mode.

Table 3. Values evaluated for different performance
metrics at time t = 80 sec

Simulation Mode  Normal Attack Control
Mode Mode Mode
Avg. Throughput 135 bytes/ 107 bytes/ 128 bytes/
sec sec sec
Avg. PDR 0.99 0.77 0.93
Lost Packets 15 242 75
Avg. Delay 1.68 sec 2.10 sec 1.77 sec
Avg, Energy 16.40 ] 19.80 ] 17.90 ]

4. Conclusion

The above proposed methods are simple and can be
deployed at every node in the network. The DDoS attacks
launched in the simulation are detected at very early
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stages i.e within 20 seconds from the start of the attack.
The network performance has improved considerably
after blocking the attackers i.e 56% energy is saved
while considering 40 seconds of attack time. A little
computation and storage resulted from authentication
and data filtration methods prevent the whole drainage
of node’s battery source that can be caused by the DDoS
attacks.
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