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Abstract

Objectives: Our primary objective is to safeguard the privacy of the users by anonymizing the sensitive data shared by the
users in Social networking sites. Methods/Statistical Analysis: The user’s friends are grouped dynamically into various
categories such as best friends, normal friends and casual friends based on their closeness with the user. The most private
sensitive data is solely disclosed to best friends, while the sensitive data is anonymized using generalization and revealed
to the normal friends. The last category of friends is exposed to only the least private information using another level of
generalization. Findings: Currently, Social networking sites have become the rapid and preferred way of communicating
with each other to share information. On one hand the options and benefits expand constantly, while on the other data
privacy risks and sensitivity issues accumulate, eventually the privacy of the user is at grave, our work addresses this
issue. The proposed design is resilient to Sybil attacks, where it restricts the revelation of the sensitive data of the user
by anonymizing the shared data among various categories of friends. Application/Improvement: The performance of
the system is enhanced by restricting the access to the sensitive data among various categories of friends based on their
closeness degree.
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1. Introduction

Social Networking Sites (SNS) aids to connect people
online, facilitates easier communication and creates a
bonding among people, to develop and renew online
relationship. Social networking sites act as a platform for
communication and information sharing among people.
Ever since the social networking sites had come into exis-
tence, they have been trying to bring people together to
establish and maintain online relationships. It influences
the lives of the users where the count of the web users also
keeps booming day by day. Consecutively, it leads to a sig-
nificant increase in continuous usage of social networking
sites as mentioned in'. The significant increase in online
information sharing and communication in turn resorts
to various privacy issues. Subsequently, a significant
thread of research focuses on the presence of various pri-
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vacy issues in social networking. LeBlanc, D., and Biddle,
R has presented a study regarding the perception of the
users regarding the risks associated with online activities
in®. Their study suggests that the users are aware about the
risk factors involved in financially related online transac-
tions. But the users fail to analyse the risks involved in
social networking sites, which simplifies the work of the
attackers. The author of® have also analysed the lack of
awareness of the users and their attitude towards privacy
protection and the problems related to privacy in social
networking sites. This work studies the level of awareness
of the users towards privacy protection in social network-
ing sites. Based on the analysis done in this work, it is
inferred that level of awareness among users is inconsis-
tent which has brought a huge gap between the current
privacy practice and the user’s awareness towards privacy.
This variation in perceived privacy and practiced privacy
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leads to privacy leaks. As the facilities and options for
sharing the information gets increased in social network-
ing sites and due to lack of awareness of the users’ towards
privacy protection, the users’ may add strangers to their
friends’ circle. Consequently, the users may tend to share
their sensitive data to friends of friends and strangers.
They may not be necessarily a trustworthy node as sug-
gested in®. This has given rise to wavering of trust. Trust
plays a significant role in online information sharing and
communication. In order to enhance and protect the pri-
vacy of the user, Zhou, L analyses various levels of trust
in social networking sites, by obtaining the trust ratings
from other users. The assessment of trust is mandatory to
ensure security in social networking sites. Consequently,
the methods and the problems that occur in quantify-
ing trust is addressed in’. Their study discusses the issues
related to modelling trust and trust management in social
networking. As a step further to this, various types of
threats in social networking sites are identified in®, where
trust and privacy related threats, social and identity theft
related threats are addressed’. The focus of the underly-
ing problem lies in analysing various methods to mitigate
privacy threats and to improve trust and privacy protec-
tion. The authors of 7 have presented an overview of the
privacy risks prevailing in the social networking sites and
have illustrated suggestions to safeguard the privacy of
the users.

Privacy of the user can be protected by creating groups
to categorize friends based on the trust levels. The users
are given the privacy to create groups and segregate their
friends accordingly in various groups as mentioned in®
But this adds as an extra overhead to the user, where the
user created groups remain dormant most of the time. A
Recommendation method for grouping friends is sug-
gested in® and various data mining methods are suggested
to classify their significant friends based on their relation-
ship and trust level in'®'". Though these techniques for
classifying friends do exist, an automated grouping system
is proposed in'?, where friends are classified automatically
based on their trust levels as best friends, normal friends
and casual friends. The system protects the privacy of the
user by segregating friends as best friends, normal friends
and casual friends providing varied access to the sensitive
data of the user to each group of friends where the data
is revealed to a particular group of friends based on their
closeness level.

The privacy of the user is enhanced by forging a
dynamic categorization of friends. A recommendation
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system has been proposed in'"® which is modelled to suit
the social networking sites. New acquaintances may turn
up to become malicious users where they tend to attack
the sensitive data of the users. As an attempt to fix this
issue, the system analyses the friend requests and pro-
vides suggestions to the user to accept or deny the friend
request. The fake identities in the system as identified as
Sybil nodes. They may turn up to be a serious threat to
mitigate the privacy which may lead to the piracy of the
sensitive data of the user. The Sybil nodes are identified
and removed from the system as suggested in'*.

As a part of our initial research, we have done auto-
matic grouping of friends, followed by a recommender
system and have analysed the threats prevailing in the
system. The sensitive data of the user is given varied level
of access to his/her friends, based on their trust level. The
levels of trust among the friends vary, this has led to the
introduction of various anonymization techniques to pro-
tect the sensitive data. Greedy algorithm for anonymizing
SNS data is discussed in'* which provides structural ano-
nymity with sensitive attribute protection. The sensitive
user data is protected in'® where the users are allowed to
specify their privacy policy. A model is proposed in to
protect the privacy of the user that uses cryptographic
techniques to control privacy over shared data. The shared
data is displayed in an encrypted format. The user gives
keys as access to the friends whom he thinks he can trust
but that is an overhead to the user.

Though cryptographic techniques do exist, privacy of
the user can also be protected by anonymizing the user
data using K-anonymity method. In k-anonymity, the
data of the corresponding user remains undistinguished
from rest of the users. Another method to protect the
privacy of the user is discussed in'’, where the leakage of
sensitive information may be prevented. It discusses the
attacks that occur in K-anonymized dataset and proposes
an approach called 1-diversity to overcome it. The limita-
tions of I-diversity are illustrated in'® where the problem
of attribute disclosure remains unsolved. As a step fur-
ther, the study proposes a method of finding t-closeness,
to safeguard the sensitive information of the user. The
sensitive information of the user can also be protected
by sensitive data analysis as illustrated in'®. The analysis
is done based on context sensitive tone lexicon learn-
ing mechanism for polarity identification. A system that
performs sentimental analysis for text and emoticons as
proposed in® is implemented using the user data which
is posted. It gives results as neutral, positive or negative.
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But as human language is versatile, a single meaning for
a word is not a feasible study. A self-maintaining system
for sentimental analysis is proposed in*!. To enhance the
privacy of the data, generalization system is proposed in*
that desensitizes the sensitive text in a document. Another
model to protect sensitive data by a method called gen-
eralization is suggested in**?* uses generalization to do
sensitive data and geographical data analysis.

In this paper, a system to enhance the privacy of the
user is proposed which is complimented by providing
varied level of data revelation to his friends based on their
level of closeness. The sensitive data of the user can be
geographical data, data related to relationships or senti-
ments. The access to the user data varies for each of the
user’s friends based on their level of closeness with the
user. Their closeness level is determined by perform-
ing automated grouping as discussed in, where they are
classified based on their closeness levels as best friends,
normal friends and casual friends. The proposed model
uses sensitive data analysis to restrict the data access to
various levels of friends. The best friends are given the
benefit of complete access to the sensitive data which
includes geographical, relationship and sentimental data.
The geographical and sentimental data is generalized
and revealed to normal friends. As a step further to this,
the sensitive data is subjected to second level of gener-
alization, where the restricted access to sensitive data is
granted to casual friends as they are considered to remain
as a mere acquaintance to the user.

2. Materials and Methods

2.1 Privacy Recommender and Implementer

A Privacy protection mechanism to restrict the sensitive
data disclosure is introduced in the proposed scheme. The
revelation of sensitive data of an individual is restricted
as she/he prefers to hide the sensitive private data. As a
part of our initial research work, we have proposed an
automated dynamic grouping system, in an attempt to
improve recommendation for social networks in®. The
proposed scheme in* groups friends automatically as
best friends, normal friends and casual friends based on
the interaction history and closeness degree. The group-
ing system is interconnected to a recommender thereby
providing a dynamic grouping system. The system detects
and analyzes the activity of malicious users, the fake iden-
tities termed as Sybil nodes prevailing in the system are
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identified and removed from the social network> does
not address the issues of data privacy, which is predomi-
nant in social networking.

In this paper, we have addressed the privacy issues of
data sharing and have proposed a scheme to enhance the
privacy of user. This is complimented by providing var-
ied level of data revelation to his friends based on their
level of closeness. When a SNS user uploads a data, in a
social networking site, the data is processed by a natural
language processor which segregates the words in the sen-
tence. The words are analyzed to test the rate of sensitivity
present in it. The sensitive data can be geographical data,
factual data, data related to relationships or sentiments.
The sensitive words are separated from the rest of the
non-sensitive parts by sensitive data detector. It also iden-
tifies the sensitive words which are indirectly combined
with other data. The sensitive data which is identified is
stored separately, while the sensitive data of the user can-
not be revealed to all its friends. They cannot be hidden
or anonymized as well. Level of privacy is in demand.
The focus of the work is to provide restricted access to
the sensitive data. The sensitive data should be revealed
to friends based on their closeness level. The friends are
classified based on their relationship status and closeness
level as best friends, normal friends and casual friends as
mentioned in®. The close friends are given higher prior-
ity, whereas the casual friend is given the least priority in
terms of privacy. As mentioned in Table 1 the best friends
are given the privilege of complete access to the sensitive
data which includes geographical, relationship, factual
and sentimental data. The geographical, factual, relation-
ship and sentimental data is generalized and revealed to
normal friends. As a step further to this, the geographical
and sentimental data which is generalized is subjected to
another level of generalization and revealed to the casual
friends. The restricted access to generalized, sensitive data

Table 1. Varied level of generalization for sensitive
data
Best friends Normal friends Casual friends
Reached th:
eaF ed the Reached the Reached the
movie theatre . .
movie theatre at movie theatre at
at Fun mall, .
Peelamedu Coimbatore
Peelamedu
Having a Having yuammy Having yummy
yummy dinner dinner at dinner at
at Sugam Hotels, .
R.S.Puram Coimbatore
R.S.Puram
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| System Design- Privacy recommender and implementer:

NODES IN SOCIAL
NETWORK

v

r— ]
Status manager

‘._‘_‘_T_.—j

Natural  language
processor

{

Sensitive data
detector

GROUPING OF
FRIENDS
DATABASE

RELATION

A
SENSITIVE GROUPING
ANALYSIS SENTIMENTAL LOCATIONS ANALYSIS
DATA
GEOGRAPHICAL
AL PHRASES
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Figure 1. Privacy recommender and implementer

Algorithm for privacy recommender and implementer:
For each user

Step 1: Obtain the status updates from the interaction database
Step 2: Separate the words in the texts using natural language processor
Step 3: Analyse the sensitive words and separate it
Step 4: Obtain the sensttivity type of the separated words
Step 3: For every sensitive word
If (sensitive word iz geographical data or sentimental data)
{
If {friend level == CDg)
Display the sensitive data
Else if (friend level == CDn)
Generalise the sensitive data to first level
Else if (friend level = CD¢)
Generalize the sensitive data to second level

}
Elze If (zensitive word is relationship data or factual figures)
{
If (friend level == CDg)
Display the sensitive data
Elze if {friend level = CDn)
Generalize the zensitive data to first level
Else if (friend level = CDc)
Generalize the zensitive data to second level

Figure 2. Algorithm for Privacy recommender and
implementer
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CDe- Closensss depres of bast friend
(k- Closensss degres of normal friend
(D~ Closensss deprae of casval Siend

Figure 3. Parameters of Privacy recommender and
implementer

is granted to casual friends as they are mere acquaintances
to the user. The system design for privacy recommender
and implementer is illustrated in Figure 1. The algorithm
and the parameters for privacy recommender and imple-
menter are detailed in Figure 2 and 3 correspondingly.

3. Results and Discussion

Five hundred nodes in a social networking site is consid-
ered for simulation from®. As a part of our initial research
work in”, friends are grouped automatically based on the
closeness degree, relationship status and interactions. The
closeness degree is quantified for the friends where they
are grouped as best friends, normal and casual friends.
The automated grouping is enhanced by a recommender
system.

In this paper, privacy of the data shared between a
user and his/her friends is in focus. Restricted access of
the sensitive data of the user is provided to normal and
casual friends by the proposed privacy recommender
and implementer. The sensitivity of the data is quantified,
analysed and segregated as geographical data, factual data,
relationship and sentimental data using a sensitive data
detector. Based on the sensitivity type of the data and the
closeness degree with the friends, data is revealed to best
friends, normal and casual friends with increased privacy.
The result of the simulation proves that the proposed
privacy recommender system effectively reduces the sen-
sitive data leakage that occurs in the social network. The
decreased degree of sensitive data leakage proves the effi-
cacy of the system.

3.1 Varied Level of Generalization for
Geographical Data

The status updates uploaded by the SNS users in the social
networking sites are obtained from the interaction data-
base®. The status updates are segregated as various types
based on their sensitivity level. As illustrated in Table 2
the geographical data which specifies the exact location at
“Fun Mall” is solely revealed to the best friends, whereas it
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is generalized to only reveal the area, “Peelamedu’”, where
Fun Mall is located. This generalized location is displayed
to normal friends. The location is further generalized
to casual friends where “Peelamedu” is replaced with
“Coimbatore”.

3.2 Varied Level of Generalization for
Relationship Data

The sensitive data which has the information regarding
the personal details including the relationship details of
the user is identified and segregated as relationship data.
As mentioned in Table 3 the relationship data (“best
friend”) is wholly revealed to the best friends, whereas
it is generalized as “friend” and revealed to normal and
casual friends.

3.3. Varied Level of Generalization for
Sentimental Data

The sensitive data which specifies the personal details
regarding emotions are segregated as sentimental data.
As illustrated in Table 4, “crying” is replaced as “worry-
ing”, which is further generalized as “sad” as the user may
not feel comfortable to reveal his/her personal emotions
as such to his normal and casual friends.

3.4 Varied Level of Generalization for
Factual Data

The personal data which precisely denotes the duration
or the time period is generalized to reduce the level of
sensitivity in it. As illustrated in Table 5 the precise time
“6 pm” is made visible to best friends, where “6 pm” is
generalized as “evening” and it is displayed to normal and
casual friends.

Restricted revelation of geographical data is achieved,
where the precise location is revealed to best friends,
generalized location information is revealed to normal
friends, the location information is further generalized
and revealed to casual friends. Considering the relation-
ship data, the information regarding first level relations
are revealed to best friends. The relationship informa-

Table 2. Varied level of generalization for
geographical data
Best friends Normal friends Casual friends
Chilling at an ice Chilling at anice | Chilling at an ice
cream parlour
. cream parlour cream parlour
with my best . . . .
. with my friend with my friend
friend
Had the best time | Had the best time | Had the best time
with my mom with my family with my family
yesterday yesterday yesterday
Went outing with | Went outing with | Went outing with
my college friends. my friends. my friends.

Table 4. Varied level of generalization for

sentimental data

Best friends

Normal friends

Casual friends

receive this award.

receive this award.

I had been cryin, I had been
ing . I had been sad all
all day after worrying all day .
: . day after watching
watching the after watching the .
; . the movie
movie. movie
I feel so blessed to | I feel so glad to I feel so happy to

receive this award.

Table 5.
data

Varied level of generalization for factual

Best friends

Normal friends

Casual friends

Waiting to attend

Waiting to attend

Waiting to attend

Table 3. Varied level of generalization for
relationship data
Type of
N 1
sensitive Best friends (.)rma Casual friends
friends
data
Geographical | Zeroth level of | First level of Second
generalization | generalization level of
generalization
Relationship | Zeroth level of | Firstlevel of | Firstlevel of
generalization | generalization | generalization
Sentiments | Zeroth level of | First level of Second
generalization | generalization level of
generalization
Factual | Zeroth level of | Firstlevel of | Firstlevel of
figures generalization | generalization | generalization

during 1960’s
always remain
memorable.

during old times
always remain
memorable.

the party at 6 pm the part)T in the the part)'l in the
evening evening.
The films released | The films released | The films released

during old times
always remain
memorable.
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Userld  Best friend Normal friend Casual friend

[ feel excted I feel delchted 1 el hagpy
D Happytobeatooty  Cladtobe atHillstation  Satisfied to be ot Mainis
73 Wowparty starts ot 9 am ~ Goodparty starts ataight Vs party stats atnight
100 I am deppressed now

170 Greatto have you Ramya  Good to have voumy friend Happy to have voumy fiend

[ am wortied now T am sad now

230 Last weekmovte released - Cureently movie released — Cureenly movie released

287 Finaly T saw Ravi Finally Lsawmy frend ~ Finally T saw my friend
345 Tam overwelmed Lam excted Lam happy
376 Trip with sy mom Trip with my fady Trip with my famiy

438 He was murdered last week He was murdered recently He was murdered recenty
490 My best frend s annoved My frend isitated My frend s sad

Figure 4. Status of data shared with privacy

tion is generalized where, they are revealed as second
level relations to normal and casual friends. Considering
the sentimental data, the intense sentimental words are
revealed as such to close friends, the generalized senti-
ments are revealed to normal friends, the sentiments are
further generalized and revealed to casual friends. Factual
figures or numbers are also generalized and revealed to
normal and casual friends.

Based on the obtained results, the status of the data
shared among various levels of friends is depicted in
Figure 4. The status updates shared by the users in SNS
is generalized and revealed to normal friends and casual
friends. From Figure 4 it is evident that the restricted
access to the shared data is provided to the friends based
on their closeness level.

4. Conclusion

In our initial research work in*, an automated dynamic
grouping system was proposed which group friends
automatically based on their closeness levels and pro-
vides recommendations to the new acquaintances. As
an attempt to enhance the privacy of the sensitive data
shared in the automated grouping system, we have pro-
posed a privacy recommender and implementer for social
networking sites. In this paper, we propose an enhanced
design for anonymizing the sensitive data of SNS users.
Our primary objective is to safeguard the privacy of the
users by restricting the revelation of sensitive data. The
access to the sensitive data is restricted and revealed to
various categories of friends based on their closeness

B s | Vol 9 (30) | August 2016 | www.indjst.org

degree. The simulation results indicate the efficiency of
the system in terms of privacy of data shared in SNS.
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