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Abstract
Objectives: Wireless technologies enable devices to communicate without any guided medium. It uses radio frequency 
for transmitting data, where the wired technologies use cables. It  is  mostly used to refer a  telecommunications  network 
that is interconnected  between  nodes  and  implemented  without any kind of  wires  like  as  a computer  network. Due 
to unguided media it’s very tedious to detect any intrusion during communication. The aim of this work is to develop an 
approach which will detect and prevent black hole attacks so the any unauthorized or unwanted nodes if participates in 
the communication process will be detected in the real time. Methods/Statistical Analysis: In our work we are going to 
propose IDS which will helps to provide security to detect attacks and to prevent the attacks. Centralize and synchronized 
IDS node will work on the basis of anomaly detection technique. It will create pattern for malicious activates and do event 
detection on the basis of anomaly detection. Findings: The proposed method will enhance the detection of anomaly 
detection techniques with synchronized IDS within the cluster as well as between the clusters with the help of DRI table. 
Application/Improvement: This technique will helps to enhance security in Wireless network and helps to make more 
reliable network for user.

1. Introduction
A  wireless network  is any type of network http://
en.wikipedia.org/wiki/Computer_network  that uses 
wireless data connections for connecting nodes. It enables 
people to access and communicate to other devices with-
out any need of wires. Wireless network allows the people 
to browse the internet from any location. Wireless net-
work is defined in many types.

In case of active attacks, data integrity is break. As the 
attacker modified the data and sends to the user. Intrusion 
is an action that is meant to compromise the message 
integrity that include modification the data, availability of 
the resource such as DoS attack, repudiation of data by 
denying it, authentication by accessing using unauthor-
ized identity and confidentiality which include reading of 
message by deciphering it. The reason behind all this is 
due to deficient in trust between the neighbors or nodes 

within the network. It monitors the activities in the net-
work and gathers data to find whether the system has 
been compromised under attack. Installation of network 
intrusion detection system in MANET helps in indicating 
who has committed the attacks. Behavior of the neighbor-
ing node is analyzed by intermediate node in intrusion 
detection system. Once the faulty node is traced, it is 
taken away or removed from the network environment 
and alert message is communicated to all the neighboring 
nodes connected in the present network. In the pro-
posed scheme it uses the intrusion detection technique to 
detect the malicious activity in the network by using DRI 
table and trust level. Several authors have proposed their 
method in context of the above statement. In1, explores 
the use of clock skew which is used in WLAN access 
point as its finger print to detect unauthorized access 
points quickly and precisely. In this paper they calculated 
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the clock skew synchronized with client and an access 
point from the IEEE 802.11 TSF time stamps which is 
transferred in the beacon or probe response frames. In2, 
proposed a new technique of fake access point identifi-
cation method to solve the access point related problems 
at the client-side. This technique uses the received signal 
strengths (RSS) and online detection algorithm.

In3, proposed a method for detecting session hijacking 
attacks which calculates received signal strength and do 
the analysis on the basis of wavelet. This paper described 
the changes in the RSS of the channel can be done during 
a session hijack. To detect this session hijack4 designed an 
optimal filter for detecting the intrusion. In5 , proposed 
that when sending association and disassociation frame, 
it is sent in an unencrypted form which an intruder can 
capture and change the frame in between. On the LAN 
system6 conducted this experiment and developed an 
information capturing techniques to gain Cookies and 
Session identity inside Cookies. Another set of solution 
presented in7,8 is cross-site scripting which is at server site 
by mitigating the vulnerability in the web page script-
ing language. In9,10, elaborated many web applications 
exposed to the likelihood of being attacked to session 
hi-jacking attacks due to the inappropriate use of cook-
ies for managing the session. In11 proposed One-Time 
Cookies (OTC) for implementing HTTP session authen-
tication protocol that is efficient, easily deployed and is 
proof against session hijacking. In12,13, conducted the 
experiment and found some critical output of the experi-
ment about security level of some well known web mails 
like Gmail, Hotmail and Yahoo. With the help of Session 
Hijacking these three Web Mails were hacked. 

2. Proposed Work 
A Black Hole attack is also called as a packet drop attack 
where the malicious node will drop the received packet 
which affects the network throughput. The nodes are 
grouped together to form the clusters and each cluster 
has a cluster-head. It will collect the all information of 
every node inside the network and forward to the IDS 
node. Clustering is used to improve the lifespan of the 
nodes. If a network is under a black hole attack, when 
the source node broadcasts to all neighboring nodes in 
the cluster with the route request message, then the black 
hole instantly replies with the route reply message hav-
ing very short interval of delay compared to the original 

route request message from destination node to the 
source node. The IDS will work using anomaly detec-
tion technique. So in the anomaly detection technique 
we used some parameter to detect the intrusion properly. 
We used some parameter like DRI (Through From) table, 
loss rate (mean how many packets were lost per node in 
previous transmission), Transmission rate (mean how 
many packet were successfully transmitted), Trust rate 
(that will provide by neighbor nodes), Packet drop ratio, 
communication between one node with all other nodes, 
communication access time, communication delay. By 
using this parameter the IDS will detect the intrusion. It 
is expected that the proposed technique will detect intru-
sion which can effect. It can prevent the intrusion attack 
also. It will also help to inform the cluster about its nodes 
that any node is black hole here or not. 

There are various techniques are in literature which are 
used to prevent attacks. But here we are going to propose 
IDS which will helps to provide security and to prevent 
attacks. Centralize and synchronized IDS node will work 
on the basis of anomaly detection technique. It will create 
pattern for malicious activates and do event detection on 
the basis of anomaly detection technique. First of all, the 
cluster head is created and luster heads will synchronize 
information from IDS node standard wireless protocol. 
Formation of cluster heads will be on the basis of k-means 
clustering. After cluster is created the neighbor node is 
communicates with each other. In figure 1, X and Y rep-
resent node 1 and node 2 between which communication 
will takes place.

2.1 Algorithm
	 1. Initialize random nodes Node 1, Node 2,….Node n.
	 2. Apply k-means clustering to divide area into clus-

ters.
	 3. Select cluster head on the basis of highly residing 

energy into nodes.
	 4. The node with highest energy will be cluster head in 

every cluster.
	 5. Deploy centralize IDS node and synchronize it with 

every cluster head using 802.11 Wi-Fi standard. 
	 6. Do anomaly detection and create a table which is 

given below. 
	 7. Node 1 wants to communicate with node 2
	 8. Node 1 sends request message to its cluster head.
	 9. Cluster head collect information from IDS node. 

IDS will check the DRI table that FROM value is one 
or not. If one mean it drop packet and based up on 
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that IDS send an alert message to Node 1 else forward 
to respective node.

	 10. On the basis of alert message, Node 1 will commu-
nicate with node 2.

	 11. If Alert message is normal then Node 1 will com-
municate with Node 2.

	 12. Else drop the packet. 

Table 1. Detection Table

IDS
NODE ID DATA ROUTING 

TABLE
TRUST 
RANK

USAGE

FROM THROUGH
1 1 1 8 20%
2 0 1 6 15%
3 0 0 1 65%

Figure 1. Flow Chart.

Figure 2. Formation of nodes, centralized IDS and cluster 
heads.

3. Expected Outcomes
In Black Hole attack or packet drop attack, malicious 
node drops the received packet and affects the network 
throughput. The nodes are grouped together to form the 
clusters and each cluster has a cluster-head. It will collect 
the all information of every node inside the network and 
forward to the IDS node. Clustering is used to improve the 
lifespan of the nodes. When the source node broadcasts to 
all the neighboring nodes in the cluster, the route request 
message will be received to all the nodes in the cluster. If 
a network is under a black hole attack, then the black hole 
immediately revert with the route reply message having a 
very smaller delay than the original destination node to 
the source node. This technique is similar to the function-
ality of anomaly detection technique. 

The proposed work contains the anomaly detection 
techniques which are based on certain parameter to 
detect the intrusion properly. The contents of the param-
eter are DRI (Through From) table, loss rate (mean how 
many packets were lost per node in previous transmis-
sion), Transmission rate (mean how many packet were 
successfully transmitted), Trust rate (that will provide 
by neighbor nodes), Packet drop ratio, communication 
between one node with all other nodes, communication 
access time, communication delay. By using this param-
eter the IDS will detect the intrusion. It is expected that 
the proposed technique will detect intrusion which can 
effect. It can prevent the intrusion attack also. It will also 
help to inform the cluster about its nodes that any node is 
black hole here or not.
Cluster Division:
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Figure 3. Cluster division.

In this case, random nodes are divides into different 
clusters. The cluster division is taken place using distance 
parameter. 

3.1 Cluster Head Selection
In this case, Cluster heads will select using distance 
parameter and energy. Here the node which is shortest 
distance between all the nodes inside the network, that 
node will select as a cluster head. After selecting cluster 
head all cluster head will synchronies with IDS node after 
deploying IDS inside the network.
Synchronize cluster heads with IDS

Figure 4. Nodes synchronies with IDS.

Here the cluster heads synchronies information with 
IDS and will find the malicious node. IDS will get all 
nodes information from all cluster heads and putting all 
the data in the data routing table inside the IDS. Message 
communication takes place from one node to another 
node inside the cluster with the help of DRI table and 
from one cluster to another cluster after getting permis-
sion from centralized IDS.  If node history is suitable in 

the DRI table then data communication will take place 
otherwise data communication will be rejected.

3.2 New node inside the Network
First of all the cluster head sends a dummy packet to the 
new node. If the new nodes wants to communicate with 
any destination node then IDS checks whether a new 
node is able to send the packet successfully to the des-
tination node or not. If data sent successfully, it means 
this new node is not a malicious node, it’s a good node 
and it can use for future communication. In case, data is 
transmitted from cluster head to cluster head and the new 
node dropping the packet so it is a malicious node and 
it’s cluster head will inform IDS that this node is a mali-
cious node and it will not able to communication with 
any other node in future.

4. Conclusion
The proposed technique will helps to prevent the black 
hole attacks. The synchronized IDS node will work on 
the base of anomaly detection technique. It will create 
pattern for malicious activates and detect the intrusion. 
This technique will helps to enhance security in wireless 
network and make reliable network for users where the 
IDS will check all the nodes history to detect the black 
hole node inside the network. The detection and isola-
tion mechanism for the black hole node in the wireless 
networks proves to be efficient then the simulation envi-
ronment without the detection mechanism. However, 
the proposed detection mechanism is for the single or 
multiple black hole nodes independent of the other black 
hole nodes. If there are a huge number of black hole 
nodes which communicate with themselves, it cannot be 
detected by the detection mechanism. Hence, the future 
work can be implementing this detection and isolation 
mechanism for the huge number of black hole nodes in 
the wireless networks. 
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