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1.  Introduction

Spectrum demand has become a significant matter of 
concern because of the utilization of wireless systems. 
Nonetheless, it has been extensively surveyed that not 
all frequency bands are being utilized to the fullest. The 
Federal Communications Commission (FCC), after an 
exhaustive survey, has mandated  that some bands are 
over -crowded while others are highly and inefficiently 
utilized1. Thus, an optimum solution to overcome the 
spectrum crisis would be to completely utilize the unused 
components of the spectrum. An instance of this scenario 
is IEEE 802.22, which  proposed the reutilization of 
television bands without creating any interference to the 
TV receivers2.

Cognitive radio (CR) is the best fit in regard to 
spectrum efficient utilization3,4. While a cognitive radio 
network can have its indigenous operating frequency, 
it detects spectral holes, which are also called white 
spaces, in frequency bands of the primary network and 
utilizes them. In addition it can also adjust its operating 

parameters such as the power of the transmitter and the 
scheme employed in modulation with respect to the 
variation in a real time scenario5,6. This feature enhances 
performance and provides a better Quality of Service 
(QoS).

Security issues in a cognitive system have become 
a matter of serious concern7,8. The primary goal of 
the security system is to prevent the masquerading of 
malicious users as primary users9,10. Primary users are 
those who have the right to use the frequency spectrum 
band11. While unlicensed/Secondary users are defined 
as users who can utilize the band when it is not used by  
primary users while ensuring no interference to them12,13. 
In cognitive radio networks, an attack is a phenomenon 
in which the primary user’s signal transmission is 
hindered. In addition to a cognitive user there are person 
who do not hold any license to use the spectrum, even in 
the absence of the primary user, and who try to use the 
spectrum. This results in a loss of spectrum use for the 
secondary user termed  PUEA14,15.

In addition ,an analytical method to find the 
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probability of a false alarm is proposed to study the 
performance of the primary user emulation attack and an 
enhanced active interference cancellation mechanism to 
combat the interference between the cognitive users and 
others.

2.  Proposed Methodology

2.1 Interference Cancellation Method
The block diagram for interference cancellation is shown 
in figure 1. QPSK modulation is carried out and the 
modulated data is grouped. The grouping of subcarriers 
can be done in three ways
•	 Adjacent Partition: The sub carriers adjacent to each 

other are grouped16,17

•	 Interleaved Partition: The alternate sub carriers are 
grouped.

•	 Random Partition: The sub carriers are chosen and 
grouped randomly.

The proposed system uses 128 sub carriers out of 
which three sub-tones (85, 86 and 87) are assumed to be 
interfering tones. The sub carriers are grouped into four 
groups with 32 sub carriers in each. The output produced 
by the grouping block is then given as the input to the 
shifting block where two types of shifting are carried out.

The first method exploits the principle of cyclic 
shifting. Shifting is done in the clockwise direction and 
this method produces minimum squared error value. 
A cyclic value is obtained as the result of shifting. This 
value is used to shift the original data and the shifted data 
is placed in the data sequence. The order of the tones is 
also shifted. At the receiver the shifting values have to 
be known so that the original data can be obtained by 
shifting back in the anti clockwise direction18.

In the second method  AIC is enriched by phase shift. 
The phase of the data is used for shifting in the clockwise 
direction. For retrieving the original data the phase values 
should be known at the receiver. This method is little 
complicated because the data symbol has to be multiplied 
with the phase values at the receiver.

The shifting block’s output is then fed as the input to 
the AIC block. The MIMO AIC algorithm is given by19,20.

The transmitted signal is written in matrix form as 
S=pq
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The interference vector is given by
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Lagrange optimization algorithm is used to optimize 
the problem which is given as
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Figure 1.   Enhanced Interference Cancellation method.

2.2 Security Issues
Figure 2 shows the flow chart of the steps used to mitigate 
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the primary user emulation attack. There are more chances 
for attackers in a cognitive radio network in comparison 
with traditional wireless networks. This can be attributed 
to the following issues:
•	 Sensitivity to primary user signal- should be high to 

prevent interference caused by the secondary users.
•	 Primary receiver location-not known by the 

secondary user, hence, interference is not subject to 
minimization.

Hence, the main objective is to prevent malicious 
users from attacking the system. The Neyman Pearson 
criteriaare as follows.

The decision variable used here is α, where 
α =   

)(
)(
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and )()( xp m and )()( xp rp are the probability 
distribution function of the power received at the 
secondary due to malicious and primary user respectively. 
X is the power of the received signal.λ is threshold value.
If α is less than the threshold value primary transmission 
occus else PUEA occurs.

λα ≤ : Primary transmission, λα ≥ : PUE

Figure 2.   Flow chart of the proposed method.

3.  Results and Discussion

Figure 3a shows  the Active Interference Cancellation with 

adjacent partition and cyclic shift. Figure 3b shows  the 
Active Interference Cancellation with adjacent partition 
and phase shift. From the figure it is clear that cyclic shift 
case offers better results when compared to the partition 
with phase shift because it changes the order of the tones 
and it is assumed that the amount of cyclis shift is known 
at the receiver. In Phase shift the phase of the tones is 
altered. When compared, cyclic method minimizes the 
mean square error.

(a)

Figure 3.   (b)Adjacent partition with cyclic shift and phase. 

Figure 4a shows  the Active Interference Cancellation 
with interleaved partition and cyclic shift. Figure 4b shows  
the Active Interference Cancellation with interleaved 
partition and phase shift. From the figure it is clear that 
cyclic shift case offers better results when compared to 
the partition with phase shift. When compared with the 
adjacent partition method interleaved partition gives 
poorer results.
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(a)

Figure 4.   (b) Interleaved partition with cyclic shift and 
phase shift

Figure 5a shows  the Active Interference Cancellation 
with random partition and cyclic shift. Figure 5b shows  
the Active Interference Cancellation with random 
partition and phase shift. Here also cyclic shift case 
offers better results when compared to the partition with 
phase shift.When compared with the adjacent partition 
method interleaved partition gives poorer results. When 
compared with the first two methods random partition 
offers good result. In the previous methods the grouping 
pattern is fixed whereas here care is taken in grouping the 
subcarriers in such a way that is good scrambilng of datas 
which in turn outcomes in good notch depth.

(a)

Figure 5.   (b) Random partition with cyclic shift and 
phase shift.

Figure 6 and 7 show  the missed detection and false 
alarm probability  respectively. It can be observed that 
a value for the  network radius, R exists for which the 
probabilities attain a maximum value. The reason that can 
attributed  to this is that for a given secondary exclusive 
region radius, R0, when R is small, the secondary is 
prone to closely located malicious users and, hence, the 
cumulative power from all of the malicious users might 
be larger than the primary user’s power. Thus, it is more 
probable. When the radius R is large, the cumulative 
power from the malicious users is not strong to arrive at 
the secondary user and to provide a successful PUEA.
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Figure 6.   Probabilityof false alarm versus network Radius.

Figure 7 provides a comparison plot for a different 
number of malicious users in the system. It shows that 
as the number of malicious users increase the system 
performance decreases. For the network radius of 300 the 
probability of false alarm is 0.25 for malicious user count 
of 30 whereas the probability of false alarm for the same 
network radius is 0.5 for the malicious user count of 5.

Figure 7.   Proability of false alarm versus network radius 
for 5,10 and 30 malicious users.

4.  Conclusion

This work focusses on two issues. First one is the enhanced 
interference cancellation technique to overcome the 
interference between the cognitive radio and other system 
in the same environment. Second thing is to analyse the 
PUEA from the Neyman Pearson test and simulation 
results proves that as the number of malicious users 
increases the cognitive performance is degraded.
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