
Abstract
Mobile devices play a vital role in our day to day life. The various sensing modalities available in mobile devices are  identified 
and justify the growth of the capabilities on today’s smart phones.Taking advantage of the sensing capabilities of the mobile 
devices paves way for a new era of network, referred as people centric sensing network. In this paper, a broad study about 
the applications, architectural components and the existing privacy and security architectures available are discussed. The 
applications of mobile sensing are categorized as personal, social and public sensing based on what they sense, how they 
share and infer. All these applications clearly depict the roles played by people. People may act as end users, as participants 
and as application administrators. Since people are in the loop, the basic privacy and security requirements are analyzed 
that can be realized as the need in the design of any mobile phone sensing systems. The possible threats that arise in this 
sensing context may be due to both internal and external entities. The strategies and types of adversarial models in the 
people centric sensing approach provides us light to how the framework works and solutions needed. Existing literature in 
terms of privacy preserving data aggregation schemes and security Frameworks are also discussed in detail. Applications: 
The model clearly portraits the importance of people who are no more only passive data users. More focus has to be given 
on privacy preserving models to make the system more acceptable by the people.
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1. Introduction
Enrichment of capabilities in today’s smart phones in 
terms of communication, sensing and computation has 
paved way for variety of large scale mobile sensing appli-
cations. Now, smart phones are inseparable from our 
human life. A smart phone is a mobile phone offering 
advanced capabilities, often with PC- like functionality 
and sensing applications as depicted in Figure1.These 
smart phone capabilities and accessories can be used 
together to form a collaborative network providing scope 
for lot of mobile sensing applications. Every individual 
carry their own mobile devices and these devices can con-
tribute sensory data related to the context of the people 
and their surroundings. Mobile phone sensing can cre-
ate wider impact when the sensing tasks are assigned to 

a large group of people by crowd sourcing. Based on the 
approach used to collect the data and involvement of user 
in the sensing process, there are different dimensions in 
mobile phone sensing systems. These approaches are also 
called as Mobile phone sensing or People Centric Sensing 
(PCS)1 either opportunistic or participatory sensing or 
mobile crowd sensing or citizen sensing or urban sens-
ing. But the common factor that lays in the intersection of 
these approaches is people are in the loop of the network. 
Here people are both the data users and data contribu-
tors. So, concern for privacy and security of users is an 
open challenge in this area. Without deploying a sensor 
network, physical network is sensed using mobile devices 
carried by people. When people are directly involved in 
the active decision making of the sensing process, they 
are referred as Participatory sensing. When the expected 
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context of the application matches with the environment 
then sensing ability is automatically triggered, they are 
referred as opportunistic sensing.

1.1 Traditional Wireless Sensor Networks
The characteristics of PCS are quite different from tra-
ditional wireless sensor networks (WSN). PCS is much 
suitable for large scale application. In PCS, the system 
device belongs to individuals with different interests. 
The system devices can be charged regularly and hence 
has more powerful energy resource. Sensing data are 
more related to interactions between people and between 
people and their surroundings. System node mobility is 
dynamic and people are not just data users but also active 
data contributors. In WSN, system devices are owned and 
managed by a single authority. Here, the sensor devices 
are not charged regularly and network is mostly static. 
The sensing data is related to some physical phenomena 
of interest like temperature, moisture etc. People are only 
passive users of the data generated by the sensors.

1.2 Classification of Applications
Mobile phone sensing application2 can be categorized 
as personal, social and public based on the focus of the 
system. The day to day activity of persons or routine is 
monitored by an application; they are referred as per-
sonal sensing. These applications can be used to motivate 
individual and generate data for the consumptions of 
users themselves and not necessarily be shared with oth-
ers. Social sensing applications focus on collecting and 

 sharing social information about the custodians with their 
peers or community that share a common interest. Public 
sensing application focus on sensing and sharing envi-
ronmental data of the custodians with everyone which 
can be used for the goodness of the public. The Figure 2 
lists the various mobile phone sensing applications based 
on their category.

2.  Participatory Sensing 
Application

Users actively participate in participatory sensing appli-
cations by contributing sensory data generated from their 
device. Degree of user involvement is high in participa-
tory sensing applications. Figure 3 shows an architectural 
overview3of participatory sensing applications. The 
Roles played by people are as end users, participants 
and administrators. End users are people who actually 
use the application or web portal to view the results or 
inferences summarized by the system. The results are 
also presented using visualization techniques like maps, 
graphs and charts to enable the user interpret them. Users 
can query the application server for the data that fits the 
context of the application. Participants are the custodians 
of the mobile devices and active data contributors for the 
system. They push the data to the server through stan-
dard communication capabilities like Wi-Fi or 3G/4G 
or Bluetooth standards. Participants can also act as end 
users and access the data inferred. Participants are also 
users and get incentives or rewards for their contribu-
tion. They also get benefited in terms of data inferences 
derived from their peer community who share a common 
interest. Administrators are the community head or orga-
nizations who design applications and make it available 
for people to download and get benefitted. They process 

Figure 1. Smart phone accessories. Figure 2. Mobile phone sensing System applications.
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Figure3. Typical participatory sensing application.

the data contributed by the participants and infer results 
and present it for end users. Administrators maintain the 
application servers and provide incentives for the partici-
pants. They are the task initiators and direct the query 
to the appropriate mobile nodes available in a region 
through aggregation servers. Sensing, Processing, Storage 
and Reporting are the task component involved with the 
mobile phones. The application servers are responsible 
for tasking, Storage, Processing and Presentation.

2.1  Basic Privacy and Security 
Requirements

Users should participate in sensing tasks without revealing 
their identity. The identity in terms of user specific data 
and device specific data has to be hidden. Users should 
receive credits and rewards for their participation with-
out associating themselves with the data or the tasks they 
contributed. The incentive mechanism should be resilient 
such that users cannot exploit them to increase their ben-
efits. All the participating entities should be authenticated 
during every join in the network. The data communicated 
by the participants should not be disclosed to or altered 
by any unauthorized persons. Thus communication integ-
rity and confidentiality need to be maintained. Proper 
access control policy defined by administrators has to be 
in place. Data contributed by users should be validated 
and ensure proper mechanisms to assess the trust of the 
data. Users should be held accountable for any misleading 
actions that disturb the proper functioning of the system. 
The Figure 4 depicts the consolidated view of privacy and 
security requirements4.

2.2 System Model
The basic system model in PCS is depicted in Figure 5. 
Here the users who has the custody of the mobile device 
are called the Mobile Nodes (MN).The MN’s  contribute 
sensory information to the Aggregation Server (AS) 
where the aggregation statistics is computed for the 

Figure 4. Privacy and security requirements.

Figure 5. System model.

request received from the corresponding service provider. 
Each AS is in charge of certain region called as area and 
interacts with the nodes available in the area. The service 
provider is the entity which processes the request given by 
the client and directs it to the AS. The Peer-to-Peer com-
munication and communication between AS and MN are 
possible through WIFI or Bluetooth standards. In PCS, 
client requests may be handled by various third party 
entities and aggregation server which creates a threat to 
the user’s sensitive data contributed by the mobile nodes. 
The service provider needs to provide extra incentives to 
motivate user participation.

2.3 Threat Model
There are two types of attacks either internal or exter-
nal attacks. If the adversary is a system entity then it is 
referred as internal attacks. A node and the aggregation 
server may be curious, malicious or both. If the adversary 
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is not the system entity, it is referred as external attacks. 
They might be a third party entity who is interested with 
the data shared by the community. An adversary may 
eaves drop the communication between mobile node 
and the aggregation server. Encryption schemes can be 
used to provide security to the system. False data injec-
tion attack, forgery attack can cause damage to the data 
integrity and data accuracy. Differential attacks have to be 
considered during the privacy preserving data aggrega-
tion. In mobile phone sensing applications each user has 
to contribute the sensor data of their device. The assump-
tion of Trusted Platform Module 5 in the device ensures 
the integrity of the data generated by the sensors and the 
users. Thus the data trust worthiness can be achieved in 
the system.

2.4 Adversarial Model and Strategies
To address the threats discussed in the above section, 
analysis about the adversaries6 and their approach towards 
the system is necessary. 

2.4.1 Resident Adversary6

When the adversary exists always on the network it is 
called as resident adversary. The adversary controls the 
sensors during the sensing, dissemination and query 
phase of the network. Privacy and security is harder to 
achieve during such circumstances.

2.4.2 Non Resident Adversary6

In this model, adversary is not always on the network. It 
releases the sensors at times. It corrupts the sensors only 
after certain phases and releases the sensors often to go 
undetected. Higher degree of privacy and security aspects 
can be achieved compared with the resident model.

Adversaries may select the sensors to compromise 
based on the following approaches.

2.4.3 Randomly Distributed Adversary6

The adversary may select the nodes for compromise 
randomly. No particular strategies are followed to take 
control of the nodes.

2.4.4 Local Adversary6

The adversary may follow a strategy to corrupt the nodes. 
It may focus on a specific region of the network or any 
grid like network structure.

3.  Privacy Preserving Data 
Aggregation Schemes in People 
Centric Sensing System

3.1 PRISENSE7

To meet the privacy requirements of People centric sens-
ing systems, in Suggests a scheme based on the idea of 
data slicing and mixing. PRISENSE supports additive and 
non-additive aggregations. Three novel cover node selec-
tion strategies are used to tackle the user dynamics and 
dynamic nature of the network. They are random cover 
selection, one hop scheme and h-hop scheme.

3.2 VPA8

VPA is based on data slicing and mixing method. It 
addresses the user privacy and integrity of the data. VPA 
is designed for both additive and non-additive aggrega-
tion function. Here the idea is to divide the aggregation 
process in to two phases. In the first phase every node 
computes a homomorphic MAC of its original data and 
submits it to the aggregation server. The homomorphic 
property enables aggregation server to generate desired 
statistics without recovering the original data contrib-
uted by the user. In the second phase, using data slicing 
and mixing technique each user share their own data 
with the selected peers and then submit the mixed data 
to the AS. The aggregation server is now able to verify 
the integrity of the data shared by the user with the data 
submitted in the first phase. Hence VPA requires mul-
tiple rounds of bidirectional communication between 
the aggregation server and mobile nodes which leads to 
long delays. VPA is not suitable for time series data and 
also not fault tolerant to failure of mobile nodes. VPA+ is 
designed for non-additive aggregation functions through 
a unique combination of the binary search and verifiable 
privacy preserving count queries. VPA is not resistant to 
differential attacks. In Focus on query and data privacy. 
The sensed data should be protected against unauthor-
ized access and also the queriers might not be willing to 
reveal their interests. Adversarial models and strategies 
are discussed with the preferred dissemination method 
for the data. In non-resident adversary model, the adver-
sary is not always present in the network but it corrupts 
after both the sensing and dissemination phase have 
been completed. A resident adversary is always on the 
network and controls the sensors at all times. Privacy is 
harder to achieve in the presence of resident adversary. 
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The adversary selects the sensors to compromise based 
on two strategies. If the adversary is randomly distributed 
over the network, it controls m randomly selected sen-
sors. Otherwise adversary focuses on a specific region of 
the network. Though the degree of privacy is higher in a 
non-resident adversary, they incur higher message over-
head. The various dissemination strategies suitable for the 
adversarial model are discussed and analyzed. The pro-
posed distributed privacy preserving technique for each 
type of adversarial models rely on generating replica of 
the sensed data. Replication not only achieves privacy 
but also enhances data reliability and fault tolerance. In 9 

Propose an efficient protocol to achieve sum aggregate that 
uses the additive homomorphic encryption technique. 
The straw man construction algorithm for key genera-
tion is extended to reduce the computation overhead at 
the aggregator. The derived key management technique 
supports large plain text space and also achieves better 
security. The sum aggregate protocol is also extended to 
support time series data. This protocol does not require 
bidirectional communication between the aggregator and 
mobile users in every aggregation period there by reduc-
ing the communication overhead. The protocol protects 
the privacy of the user’s data in the presence of untrusted 
aggregator and hence supports strong adversarial model. 
In mobile sensing applications, dynamic addition and 
removal of users may occur frequently. So, redundancy 
technique for assigning security parameters for users is 
used to address the user dynamics. The sum aggregation 
scheme has much less communication overhead and need 
to be extended to support other aggregation statistics.

3.3 Secure and Privacy Related Work
General purpose security and privacy architecture for PCS 
is proposed in AnonySense10. Statistical K-Anonymity is 
achieved where individuals cannot be identified within 
a set of k users assumed to reside in the same area at a 
given moment in time. It also prevents Report linkabil-
ity problem. Group signatures are used to achieve user 
anonymity. PoolView11 is a privacy preserving scheme 
which uses data perturbation technique to preserve the 
identity of the user data. It considers only privacy of data 
streams and also achieves accuracy in deriving the sta-
tistics over the perturbed data. TAPAS12 ensure privacy 
preserving participatory sensing framework and consid-
ers data trust worthiness. Redundancy model is used to 
ensure the higher degree of trust of user’s data. PEPSI13 

focus on the privacy of the data queriers and prevents 
 unauthorized entities from querying with a security solu-
tion. PEPPer14 also protects the privacy of the parties 
querying mobile nodes. Generally, the privacy and con-
fidentiality aspect can be achieved using homomorphic 
encryption schemes15.

4. Conclusion
A people centric sensing system leverages the use of 
existing infrastructures and avoids the deployment cost 
available in the traditional wireless sensor networks. It 
has paved way for large scale urban sensing applications. 
This paper discusses the architectural and tasking compo-
nents involved in the participatory sensory applications. 
Thus, the model depicts the importance of participants 
who are no more only passive data users. This significant 
difference motivates researchers to focus on designing a 
secured privacy preserving framework for mobile phone 
sensing systems. A resilient incentive mechanism also to 
be considered to encourage users to contribute data and 
get benefitted with rewards. Trust management has to be 
incorporated with existing PCS framework for substantial 
growth expected in this domain. Existing Literature on 
privacy preserving data aggregation model clearly focuses 
on achieving data integrity, data confidentiality by reduc-
ing the communication and computation overhead. More 
focus has to be given on privacy preserving models to 
make PCS more acceptable by the people.
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