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Abstract 
This introduces an approach, to deal with invisible water marking, by interactively selecting the appropriate threshold values each time to choose the desired 
area to embed the watermark, the informative image and encrypting the complete embedded image using a well-known asymmetric key cryptographic 
algorithm, RSA, with a static encryption table generated by choosing two large enough prime numbers, that satisfy the need required for this purpose.
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1. Introduction
Image steganography, is one of the most interesting aspect and  subject 
of concern while dealing with exchange of information (either in forms 
of data or image). It is always desired to have a method for appropriate 
embedding and extraction of that information’s,  taking into consider-
ation the important factors commonly known as  capacity, robustness 
and security1,2. Instead of making the decision of selecting the area 
by the program, it would be better if it is the user who could be able 
to choose the region by providing the threshold values, aware of the 
fact that host image is of type gray. It is then required to encrypt the 
information by using a suitable encryption algorithm to generate the 
cipher text. For that an inbuilt table containing the  probable cipher 

text  values generated from sufficiently large and carefully chosen key 
values will easily solve the problem. As the area being selected dur-
ing the run time, it is also desired to embed the information of the 
selected region into the host image in order to accurate extraction 
of the embedded information. For the simplicity of the algorithm, 
embedding is done by modifying the Least Significant Bits (LSB) of 
the host image.

2. Literature Review 
To match with the current pace of imaging technologies and devices 
that produces high definition images, image steganography nowadays 
can be correctly termed as digital image steganography3.
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Before one insert the desired information, he/she needs to take 
care of some important factors related to correct embedding. These 
are: 1) The maximum size of the file that could be inserted within a 
known fixed size cover file-capacity or capacity of the cover image and 
it depends on the number of secret bits can be stored per cover image 
pixel, 2) The sensitive data should be secure enough so that it becomes 
prone to any disturbance caused by outside attack - robustness and 
could be achieved by using any of the typical cryptographic algorithms 
with proper selection of key/s, 3) The embedding should be smooth 
enough so that it becomes difficult to make any difference in the Peak 
Signal to Noise Ratio (PSNR) values between the cover image and the 
generated stego image-imperceptibility1,2.

The two important domains of image steganography are: 1) One 
that deals with the space or region of the data where it originally exist 
in the cover image and directly interacting with them without making 
any changes in their original position/location–spatial domain image 
steganography, it includes LSB (Least Significant Bit), PVD (Pixel Value 
Differencing), RPE (Random Pixel Embedding), EBE (Edge Based Data 
Embedding) and 2) One that deals with transformation of the cover 
image first by using any of the DFT (Discrete Fourier Transformation), 
DCT (Discrete Cosine Transformation), or DWT (Discrete Wavelet 
Transformation) and then interacting with the data in the space–trans-
form domain or frequency domain image steganography1,4,10.

3. Proposed Method

3.1 Cover Image and Water Image to Cipher Image
Step 1: Reading and resizing the RGB host image into 256 × 256.
Step 2:  Converting the resized Host image to its equivalent Gray scale 

image.
Step 3:  Reading the Water image and resize it by 32 × 32 (A factor  

of 256 × 256).

Step 4: Converting the Water image into black and white image.
Step 5:  Taking the min and max threshold values for the pixels and a 

threshold value for the region.
Step 6:  Search until the required/desired area being found with appro-

priate threshold values. If a failure occurs user may continue or 
stop the search process, as they wish.

Step 7:  If the area is found, then keeping track of the North-West and 
South-East points of the area.

Step 8:  Embedding the water image into cover image in the desired 
area by converting each data to its 8 bit equivalent binary.

Step 9: Embedding the locations as the last data.
Step 10:  Encrypting the entire embedded image by using the  alternative 

key values from the encryption table.

3.2 Cipher Image to Cover Image and Water Image
Step 1:  Decrypting the cipher image to embedded image by using 

alternative key values from the decryption table.
Step 2:  Process the last data to have the information of the location  

or region.
Step 3:  Extracting the data and segregating into cover image and  

water image.

4. Experimental Results

4.1 Encryption Process 
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                                  Figure 1. Cover image. 

        
Figure 2. Watermark image.      Figure 3. Resize watermark 
image. 

 

            
Figure 4. Gray of cover image.     Figure 5. Resized gray of 
cover. 
 

 
              Figure 6. Histogram of cover image before embed. 
 

                  
Figure 7. Embeded cover image.      Figure 8. Encrypted 
cover image. 
 

 
               Figure 9. Histogram of cover image after embed. 

 
                   Figure 10. Histogram of encrypted image. 
 
4.2 Decryption Process 
 

                 
  Figure 11.  Encrypted image.           Figure 12. Embeded 
image. 
 

                         

Figure 1. Cover image.
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Figure 3. Resize watermark image.

Figure 2. Watermark image.

Figure 4. Gray of cover image.

Figure 5. Resized gray of cover

Figure 6. Histogram of cover image before embed.

Figure 7. Embeded cover image.

Figure 8. Encrypted cover image.

Figure 9. Histogram of cover image after embed.
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5. Validation
The three basic needs of image steganography has been achieved  successfully. 
The capacity need is achieved by proper resizing both the cover image and 
water image, such that the size of the water becomes a factor of the size of 
cover. Image is imperceptible enough to predict any embedding is done as 
being observed in the histogram analysis before and after the embedding. 
Also to make sure it becomes prone to any outside attack, a cryptographic 
algorithm has been used to make the data secure enough.

6. Performance Aspects 

6.1 Capacity 

4.2 Decryption Process

Figure 10. Histogram of encrypted image.

Figure 11. Encrypted image.

Figure 12. Embeded  image.

Figure 13. Extracted image.

Table 1. Capacity analysis of cover image

Cover size Water size Embedding Ratio Result

256∗256 32∗32 1:1 Success

256∗256 16∗16 1:1 Success

256∗256 32∗16 1:1 Success

256*256 16*32 1:1 Success

6.2 Imperceptibility

Figure 14. Before embed.
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6.3 Security

Figure 15. After embed.

Figure 16. Histogram of cover image before embed.

Figure 17. Histogram of cover image after embed.

Figure 19. Embeded image data after encryption.

                        Figure 13. Extracted image. 
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6.3 Security 
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6.4 Thresholds 
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Figure 18. Embeded image data before encryption.
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6.5 Run Time the algorithm and ease of use can make its application in variety of 
 different areas of image steganography.

8. Future Scope 
Expectations and demands create their own challenges. To cope up 
with different applications, this approach could be a helping hand to 
try out with different types and size of images, embedding through 
modified techniques, make it protected from noises in the channel and 
use of filters to make it clean at the senders and receivers end respec-
tively, dynamic creation of the encryption and decryption table with a 
better and proper exchange of key policy.
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